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Today’s IT managers operate complex and widely 

dispersed IT infrastructures. Managing your Amazon 

Web Services (AWS) cloud infrastructure requires 

a different set of management skills, tools and 

expertise than traditional, on-premise environments.

As an AWS Premier Consulting Partner, 2nd Watch’s 

Managed Workload Services team has the expertise, 

experience, and tools to effectively manage your 

cloud workloads. We partner with your organization 

to integrate your cloud environment into your 

business and operational processes.

2W Managed Workload Services is a suite of role-based applications and managed services to reduce the cost and 

complexity of managing enterprise workloads in the public cloud.  2W Managed Workload Services provides process 

automation for governance, procurement, operations and financial management of enterprise workloads.  2W Managed 

Workload Services is the first industry solution to deliver combined infrastructure and application management as well as 

99.9 to 99.99 service level agreements.   2W Managed Workload Services has four levels of managed services to match 

varying enterprise requirements. 

GOVERNANCE, 
PROCUREMENT, 

FINANCIAL MANAGEMENT, 

AND OPERATIONS OF 
ENTERPRISE WORKLOADS IN THE 

PUBLIC CLOUD 

    D E S I G N     M A N A G E     R E P O R T
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Industry Leading Toolset
• 2W Virtual Service Desk, single-pane-of-glass management

• 2W Insight cost allocation and usage analytics

• New Relic real time workload monitoring

• Alert Logic security and threat detection

Infrastructure Monitoring & Management
• 15 minute response

• Incident, change and problem management

• Infrastructure website and database monitoring and alarming

• Database performance monitoring, alarming and management

• Operating system upgrades and backups

• Storage performance monitoring setup and security

• AWS services management

Comprehensive Service Level Availability

• Ticket response, workload and infrastructure

24x7 Live Support
• Network Operations Center

• Consistent processes and passion for customer service

Cloud Infrastructure Optimization

Governance

Infrastructure Account Management

Managed AWS Capacity provides self-service spend management, 
coordination of your AWS Support Services, and access to best practice 
guides, forums and workshops.

2W Managed Workload Services Options

2W Prime Basic adds managed spend management, systems 
administration, monitoring and alerting of your AWS resources.

2W Prime adds managed incident resolution, operations of non-AWS 
resources, specific SLAs for service, and business/performance reviews. 

2W Prime Plus increases SLAs and adds managed workload 
configurations, backup and recovery, and disaster recovery planning.

MANAGED AWS
CAPACITY

Features
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2W MGZN 
re:Invented
It’s been one year since the introduction of 
2W MGZN.  Since its launch at re:Invent 
2013, we have received an overwhelming 
response from customers, industry 
experts and cloud computing journeymen 
(and women) alike who’ve shared their 
likes, questions and recommendations.  
To our readers—we thank you for 
your support, questions, comments & 
contributions. Keep them coming! You 
just might end up in our next issue.  

This year, we are raising the bar once 
again by adding Augmented Reality 
(AR) through the use of AWS-powered 
app, Layar, to our pages of content. 

See printed media come to life with 
educational, digital content, including 
videos, slideshows and direct links. 

Now, you can take action directly from 
the page & respond through the app. 
For example, by scanning the page with 
Layar, you can directly call 2nd Watch 
to request services like our security 
vulnerabilities assessment or customized 
Cloud Roadmap strategy.   You can 

also share the topics you love on social 
media. Simply scan the QR code to 
download the Layar app to your mobile 
device. Then, look for the Layar icon 
on pages throughout this issue, point & 
scan via the Layar app, enjoy and share!  

LOOK FOR THE LAYAR 
ICON THROUGHOUT 

THIS ISSUE. 
ENJOY EXCLUSIVE, AR 

CONTENT FROM 2nd 
WATCH & AWS!

DOWNLOAD THE LAYAR 
APP TO YOUR MOBILE 

DEVICE.
SCAN. INSTALL. USE.

EDITORIAL & CREATIVE AGENCY SE2 Consulting MARKETING MANAGER 2nd WATCH Nicole 
Maus EDITORIAL DIRECTOR Katie Laas ART DIRECTOR Katie Laas JUNIOR EDITOR Olivia Hartjen 
GRAPHIC & DESIGN COORDINATOR Jimmy Ellis

MGZN TEAM

SE2 CONSULTING
ADDRESS 2212 Queen Anne Avenue North #272

Seattle, WA 98109
1-206-765-7664

info@se2consulting.com
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Through Q3 of 2014, 2nd Watch 
engaged with 20 new enterprise 
clients, demonstrating that Cloud 
adoption is accelerating at 
full throttle.

Public Cloud Adoption 
Super Highway

LETTER FROM THE EXECUTIVES

Enterprises Accelerate on the Road to Cloud Migration

we want to begin by thanking all 
of our customers, employees, and part-
ners for another stellar year in 2014!  
We are grateful for your contributions, 
which have helped to shape 2nd Watch 
into a company that we are all proud to 

be a part of. It is with your support that 
we are able to continue to deliver ex-
cellence to our customers and guide 
them along their journey to the cloud.

2014: Year in re:View
In 2014, we observed several trends in 
cloud computing. At the beginning of the 

SCAN this page to 
WATCH Joe Simon, 
EVP-CTO of Condé 
Nast, discuss why 
the lifestyle media 
empire has chosen 
to go “all in” on AWS. 

year, we projected that adoption of cloud 
computing would continue to grow rap-
idly. As we close out the year, enterprise 
adoption of cloud-based IT services has 
grown by 44%, validating our earlier pro-
jection.  What we didn’t expect in 2014 was 
an emerging bifurcation between IT and 
other organizations within the enterprise.  
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In the Summer 2014 edition of 2W 
MGZN, we reported that operations 
departments accounted for 60% of en-
terprise cloud computing useage while 
sales and marketing organizations, on 
average, accounted for 22%. We have 
no doubt that these adoption trends will 
continue through 2015. 2nd Watch is ex-
cited about the year ahead, and we are 
kicking things off right here at re:Invent.

Over the past year, we have experienced 
tremendous growth within our client base 
as a result of the overall adoption of cloud 
products and services.  This adoption 
has been driven both from net new cli-
ents and workloads as well as the expan-
sion of services for our existing clients.  

Through Q3 of 2014 alone, 2nd Watch 
engaged with 20 new enterprise cli-
ents.  As we’ve guided our clients on 
their journey to cloud adoption, we have 
noticed two distinct paths that have 
formed along the way. The first path is 
one where enterprises are accelerat-
ing adoption in the form of massive “lift 
and shift” projects and aggressively 
changing IT and adopting a “DevOps” 
organizational change. The other path is 
more like a freeway interchange of sorts, 
where customers are merging their way 
into the cloud and require much more 
than just Infrastructure-as-a-Service 
(IaaS).  These customers have taken a 
more aggressive approach compared 
to a year ago, but still require addi-
tional products and services to meet 
their stakeholders’ needs in the form 
of design, management and reporting.

The Year of the “All In Enterprise”
In 2015, we believe we will continue to 
see this trend of broader enterprise adop-
tion continue. Enterprises that previously 
thought that they would move only 5% to 

10% of their workloads to the cloud will 
pursue a more aggressive approach that 
may increase that percentage to 30% or 
higher. Those that require a hybrid solu-
tion between a true platform and pure 
IaaS in order for their business operations 
to run globally will turn to experienced 
cloud partners like 2nd Watch to guide 
them through the complex interchange 
between hybrid and cloud infrastructure. 

Additionally, we expect to see a surge 
in the number of enterprises that are 
reaching “All In” status in Cloud Com-
puting. The success of enterprises 
that are “all in” on cloud—enterprises 
like Netflix, Infor and Condé Nast—
will continue to inspire others to adopt 
an “all in” cloud business model.

Regardless of the path your company 
will take, the team at 2nd Watch wish-
es you the best of luck on your con-
tinued journey to the cloud in 2015.  
With a team of experts that is pas-
sionate about the cloud, we are here 
to help accelerate your journey along 
the cloud adoption super highway. 

Regards,

2nd Watch Executive Team

2310 North Molter
Liberty Lake, WA  99019

1-888-317-7920
Info@2ndwatch.com

@2ndwatch

facebook.com/2ndwatch

Subscribe to 2W MGZN. Join 
our mailing list at 

2ndwatch.com/resources

Kris   Jeff   Joel   Doug   Keith  Mike
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Yamaha Corporation of America

Established in 1960 as Yamaha Inter-
national Corporation, Yamaha Corpo-
ration of America (YCA) offers a full 
line of musical instruments and audio/
visual products to the U.S. market. YCA 

is a wholly-owned sub-
sidiary of Yamaha Cor-
poration, Japan, and is 
one of the largest global 
subsidiary companies. 
The company had been 
managing all of its appli-
cations and infrastruc-
ture internally, with one 
data center at headquar-

ters in Buena Park, CA, used primarily 
as a backup facility, and all production, 
test and development systems run-
ning in a colocation arrangement at an 

AT&T hosted data center in Irvine, CA.

Infrastructure Management 
Challenges

With 30-month replacement cycles for its 
leased hardware, the Yamaha IT infras-
tructure group was spending too much 
time replacing hardware and handling 
routing maintenance tasks such as pat-
ching Windows servers.  “We really need 
our IT people spending 70% of their time 
on new initiatives and only 30% on routi-
ne maintenance activities, yet that wasn’t 
happening,” says Vimal Thomas, VP, In-
formation Technology Division, at Yama-
ha. IT was also buying 30% more capaci-
ty than was needed or used, to guarantee 
performance and uptime, wasting budget 

COMMUNITY
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With AWS & 2nd Watch, 
Yamaha projects a $500,000 

annual cost savings.

that could have been used in other areas. 

As a result, the IT department submitted 
an RFP in late 2012 for hosting partners, 
in the hopes of reducing infrastructure 
risk and costs. When the quotes that 
came back were too high, the company 
determined that the obvious and best 
option was to move its environment 
to a cloud IaaS provider, according to 
Thomas. Yamaha selected 2nd Watch 
to assist with its migration, and the two 
companies began working together in 
October of 2013. “2nd Watch seemed 

to have the best understanding of the 
AWS environment, so their pure com-
petence was the primary reason we 
chose them,” Thomas says. Yamaha 
contracted with 2nd Watch to handle not 
only the migration, but also the ongoing 
management of its AWS environment.

Journey to the Cloud

Yamaha had a rapid timeline for moving 
its infrastructure to AWS, as Thomas 
wanted the process to be complete prior 
to an important ERP upgrade to Oracle 

R12. Yamaha and 2nd Watch began by 
migrating the development and testing 
systems to AWS.  By August 2014, all 
production systems, aside from Oracle 
and Cisco Voice, had been moved to the 
cloud. Due to some uncertainties about 
how Oracle would run on AWS, Yamaha 
decided to keep the ERP system running 
internally, though Thomas says it will 
eventually migrate to the cloud as well. 

Additionally, 2nd Watch is providing on-
going services to Yamaha, including con-
figuring AWS availability zones for data 
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replication and disaster recovery, designing file 
system backup, designing scripts to automate 
the shutdown and startup process of non-pro-
duction systems, identifying AWS management 
tools for hosts, networks, security and storage, 
network design and security and overall design/
configuration of AWS EBS and AWS Elastic IP.

Benefits 

AWS optimization and planning: During 
the migration, a key challenge was deter-
mining how to optimize AWS resources for 
price and performance. 2nd Watch helped 
with the evaluation and selection of AWS 
Reserved Instances, factoring in required 
speed, storage, bandwidth and CPU. “Those 
nuances are important to get the best pricing 
yet still get what we need,” Thomas says.

More strategic use of IT staff:  Yamaha IT 
outsources many activities already, and by 
adding AWS and 2nd Watch, the company is 
further along the path of standardization and 
efficiency. “Our goal is to establish standard 
operating procedures such as for managing 
Exchange instances and then enable our part-
ners like 2nd Watch to take over,” Thomas 
explains. “Now, our people can focus on ma-
naging the 2nd Watch relationship and getting 
important projects done, such as bringing all 
the remote offices into our voice network.”  

Worry-free IT management:  With 2nd 
Watch on board, Yamaha no longer has to 
handle tasks like server maintenance or 
hardware rotation, and with AWS, IT can 
scale resources up and down as needed. It 
now takes days to prepare an environment 
for a new application, instead of weeks. 

Visit usa.yamaha.com to learn more about 
Yamaha America Corporation.

“ With 2nd Watch, our people 
can focus...on getting 

important projects done.

Cost savings: Yamaha has projected an-
nual savings of $500,000 through both AWS 
and 2nd Watch. The savings will come from 
eliminating the need to buy extra capacity, be-
tter use of staff time, reduced data center and 
hardware costs and the avoidance of hiring IT 
staff to cope with growing management needs.  

“We’ve worked with 2nd Watch side by side 
on our journey to the cloud. They’re always 
the consummate professionals, and they 
fit our culture very well,” Thomas says.

Vimal Thomas, VP
Information Technology Division
Yamaha Corporation of America

COMMUNITY

Attend re:Invent 
session BIZ307, 
“Yamaha 
Corporation: 
Migrating Business 
Applications to 
AWS” to hear 
from YCA’s VP, IT 
Division.
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A global luxury lifestyle brand and one 
of the premier names in American fas-
hion, Diane von Furstenberg (DVF) 
was founded in 1972 by the designer. 
Renowned for its iconic wrap dress 
and signature prints, DVF has expan-
ded to a full collection of ready-to-wear 
and accessories including shoes, han-
dbags, small leather goods, scarves, 
and fine jewelry. The company also 
offers luggage, eyewear, and home 
furnishings. In 2012, its Founder and 
Co-Chairman, Diane von Furstenberg, 
was named the most powerful wo-
man in fashion by Forbes Magazine. 

Headquartered in New York City, DVF 
now boasts a global distribution ne-
twork in over 55 countries and 1500 
points of sale including 99 DVF ow-
ned and partnered stores throughout 
North and South America, Europe, 
the Middle East and Asia Pacific.

AWS Cloud Migration

DVF was experiencing unacceptable 
application and infrastructure outages 
and required a more stable environ-
ment. The fashion house hired 2nd 
Watch to plan for, and manage the 
migration of, core applications to the 
AWS Public Cloud, in an effort to su-
pport the expansion of its U.S. retail 
operations with more more cost effec-

tiveness and reliability. The New York 
fashion house plans to support its next 
wave of business expansion by mo-
ving key applications to the cloud, with 
2nd Watch as its migration partner. 

With an internal IT infrastructure 
showing its age, DVF determined 
that going to the cloud was the best 
move instead of investing more in its 
own data center. DVF chose AWS 
over other cloud IaaS providers be-
cause of its ability to support DVF’s 
future innovations, such as introdu-
cing video displays in stores. The 
company determined AWS had the 
features and platform to help quic-
kly launch new projects and that 2nd 
Watch’s  in-depth knowledge of AWS 
would be instrumental to the process. 

DVF has nearly 500 employees and 
four offices worldwide, yet opera-
tes with a relatively small IT staff of 
seven employees. The company 
didn’t have the internal expertise on 
AWS, yet its Global IT Director was 
convinced moving to AWS would 
help them grow faster and reduce 
the performance issues IT had ex-
perienced from hosting its primary 
operational system. 2nd Watch will 
build out the new AWS infrastructu-
re, migrate the data and applications, 
and manage the entire environment 

after migration is complete. The first 
phase of the AWS migration will fo-
cus on its retail ERP and core secu-
rity, file and print infrastructure. By 
early next year, the company plans to 
migrate its front-office retail systems 
and public websites to AWS as well.

Benefits

DVF expects to save 60% on its 
hosted infrastructure costs, gain 
stability from the new environment, 
and acquire SLAs provided by 2nd 
Watch’s managed services platform. 
Long term, 2nd Watch will take over 
the management of all DVF appli-
cations and infrastructure on AWS.

Inspired by Yamaha & DVF’s 
success stories? 

SCAN this page to READ 
how other  enterprise 
customers are successful 
with 2nd Watch & AWS.
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Throughout the next five 
years, cloud adoption is ex-
pected to generate a 44% 
annual growth in workloads 
(vs. an 8.9% growth rate for 
on-premises)1. Enterprises 
that have broadly adopted 
cloud computing are realizing 
more quickly the promised 
benefits of reduced costs and 
improved business agility. As 
a result, IT resources within 
these organizations have 
the freedom to focus on core 
competencies that drive en-
terprise growth and profit. 
Most enterprises, however, 
are just beginning their cloud 

journey; and while they have 
moved some properties to the 
cloud, many are already fee-
ling left behind as they have 
yet to take on the challenge 
of migrating their entire data 
center.   This can be a monu-
mental task and without an 
experienced team, proven 
methodologies, and integra-
ted automation, enterprises 
risk implementation schedule 
slips that delay time-to-mar-
ket and ultimately, time-to-re-
venue.  Moreover, poor 
implementation execution 
reduces ROI and impacts the 
user experience. Enterprises 

looking to reap the benefits of 
cloud computing must move 
fast so that they can quickly 
gain the benefits of the cloud 
while mitigating risks that 
stem from poorly planned im-
plementation and execution.
Using 2W Cloud Factory, 
2nd Watch has worked with 
many Fortune 100 compa-
nies to shutter their data 
centers and migrate their 
workloads to the AWS cloud.  

2nd Watch’s 2W Cloud Fac-
tory incorporates proven 
methodologies and auto-
mation tools that accelerate 

the process while minimi-
zing risks and increasing 
quality. 2W Cloud Factory 
is a three-phased approach 
that enables 2nd Watch to 
move as many as 750 wor-
kloads in three months for 
as little as $2,000 per server.

PHASE I:
“Analyze“

In the first phase, 2nd Watch 
creates an inventory of all of 
your enterprise workloads 
and infrastructures including 
networks, services, databa-
ses, SANs, applications and

SPOTLIGHT

By
Timothy Hill

Accelerate 
Your Cloud 
Adoption

2nd Watch’s 2W Cloud 
Factory incorporates 
proven methodologies 
and automation tools 
that accelerate the cloud 
adoption process while 
minimizing risks. 

SCAN this page to 
WATCH the 5-part 
video series: 

“How to Shut Down 
Your Data Center in 
2 Months”.

1. http://siliconangle.com/blog/2014/01/27/20-cloud-computing-statistics-tc0114/
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security controls. Workloads are then 
classified into one of the following: Vir-
tualized, Physical Linux, Physical Win-
dows, Database, Infrastructure-as-Co-
de or manual build. This will ensure 
efficient design and automated deplo-

tool 
captures 
your on-premise 
workload, packages it for 
deployment, imports it into AWS, 
executes post-launch configuration and 
performs Q/A testing of the workload.

By leveraging 2nd Watch’s 2W Cloud 
Factory, you can accelerate your 
cloud adoption to quickly attain the 
benefits that the cloud has to offer.

yment in the second and third phase.

PHASE II:
“Automate”

In this phase, 2nd Watch does most of 
the heavy lifting.  We determine your en-
terprise’s workload dependencies, iden-
tify and address software license issues, 
define testing and Q/A requirements, 
determine migration velocity and timing, 
formulate an implementation plan, create 
the high-level and detailed designs to su-
pport the workloads and build out the core 
AWS cloud services. This phase requires 
intimate knowledge and experience with  
AWS services to ensure the architectures 
are built correctly and the applications 
are prepared for the automation process.

PHASE III:
“Deploy”

In the final stage 2nd Watch builds the 
migration schedule and deploys the au-
tomation tool that moves your enterprise 
workloads to the cloud. The automation 

Learn more about bulk migra-
tions with 2W Cloud Factory at 
www.2ndwatch.com/factory.
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As enterprise IT environments have in-
creased in complexity, the gap between 
IT and business owners continues to 
expand.  Business owners are deman-
ding a better understanding of their 
wor kloads and supporting infrastruc-
tures as well as greater transparency 
into their IT investment. Additionally, IT 
workloads and infrastructures are be-
coming increasingly abstract, making 
it difficult to communicate critical infor-
mation in an easy to understand format.  
A proven method to bridge this commu-

nication gap is to present complex tech-
nology information in the form of visual 
concepts that are easy for business 
owners to understand.  Cloud infras-
tructure and workload visualization can 
be used to improve communication and 
streamline information flow. By using a 
high-level visualization, an IT executive 
can easily explain AWS cloud design and 
deployment status to a business owner. 

The visualization example above des-
cribes an IT environment that includes 

subnets, security groups and IAM user 
access. Those without a deep technical 
knowledge to understand the design of the 
infrastructure are now able to understand 
what is being used to run their workload.

In addition to providing static views of 
a deployment, IT operators can use vi-
sualizations to communicate detailed 
information regarding a specific event 
that impacted a workload and the in-
frastructure changes that lead up to 
the event.  Using visualizations sim-
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By:
Joel 

Rosenberger
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plify event communication by showing 
log data, performance metrics and in-
frastructure changes in a simple-to-un-
derstand format.  To demonstrate fur-
ther, consider the following scenario:
The marketing department of a large re-
tail enterprise launches a campaign that 
captures a significant amount of custo-
mer data and consumes high levels of 
compute storage. Because the enterpri-
se is “all in” on the AWS Cloud and uti-
lizes deployment, monitoring and billing 
management solutions like 2W Portal, 

an IT operator can accurately pinpoint 
the marketing event that impacted the 
organization’s cloud costs and re-alloca-
te those costs to the marketing depart-
ment.  Using a visualization of the event, 
the IT Operator can effectively commu-
nicate this impact to a non-technical 
business owner, providing a graphical 
representation that helps the marketing 
department analyze the campaign’s 
effectiveness and better measure its ROI. 
With Infrastructure and Workload vi-
sualization IT leaders can improve 

communication by presenting complex 
information in an easy-to-understand 
format and, in turn, make the business 
owner more comfortable with the ser-
vices their IT department is providing.

Leonardo da Vinci’s 
Mona Lisa created out 

of ASCII

Artist: 
Ian Parberry, PHD

DISCOVER the tools in 2nd 
Watch’s Managed Workload 

Services offering at 
www.2ndwatch.com/mws.
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When it comes to choosing a pu-
blic vs. private cloud architecture, the 
debate still resonates around the con-
cerns of the past: privacy and security. 
Yet in its May, 2014 Magic Quadrant 
report for Cloud Infrastructure as a 
Service (IaaS)1, Gartner suggests that 
the public cloud has come a long way.

Various surveys show that enterprises 
are increasing their adoption of both 
forms of cloud computing. Many lar-
ge organizations seem to favor using 
both public and private clouds toge- “ There is no reason not to believe that public cloud 

services will continue to...meet customer needs 
for security, governance, performance, flexibility &  
pricing.

HEY YOU...

ther, although one survey found that 
nearly 30 percent of organizations 
were using a public cloud-only strate-
gy for their infrastructure outsourcing 
needs. The incredible economics and 
agility possible in the public cloud are 
clearly influencing CIO spending today.

So long fear, hello strategy

While strong security is still a major re-

quirement for enterprise cloud compu-
ting, CIOs aren’t wringing their hands 
over what could happen in the cloud. 
The debate has shifted from fear to stra-
tegy. IT leaders know that they must 
be an active partner in the challenge, 
and fortunately, they have many more 
third-party tools and services available 
to them today. This mitigates the need 
to hire an arsenal of cloud experts.

“FEATURE

By:
Chris Nolan

Get Off My  Cloud!

1 Gartner, Magic Quadrant for Cloud Infrastructure as a Service, Lydia Leong et al., published: May 2014
Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings. Gartner research publications consist of the opinions 
of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular 
purpose.
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Get Off My  Cloud!
Major providers like AWS can help 
make a company’s cloud as secure as 
they wish it to be—even when compl-
ying with stringent regulations such as 
HIPAA in healthcare. AWS has what it 
calls a “shared security model,” where 
they secure the data center and protect 
against DDoS attacks and give compa-
nies the tools to create a highly secure 
environment with all the access controls 
and governance requirements needed.

Big companies, tech giants 
& choices

Certainly, there are still compelling use 
cases for private cloud computing te-
chnologies and services. Large compa-
nies with rooms full of legacy hardware 
want to amortize the equipment before 
it reaches end-of-life. That’s sensible, 
and often leads to a private cloud archi-
tecture, at least as an interim strategy.

Major technology-centric companies 
with big wallets that desire full con-
trol of their infrastructure, such as 
Facebook, Twitter and Yahoo!, gravi-
tate toward setting up and managing 
their own private clouds. Not all big 
technology companies feel this way.

Consider Netflix, the world’s largest In-
ternet video streaming company, which 
now runs 100 percent on AWS. There 
is no reason not to believe that public 

cloud services will continue to improve 
and meet customer needs for security, 
governance, performance, flexibility and 
pricing. According to Gartner’s report, 
AWS rankes miles above all of the other 
providers on vision and ability to execute.

Risk management & security

A new way of managing your infrastruc-
ture requires a new way of managing risk 
and security. However, legacy tools are 
not yet up for the challenge.

A survey by Cloud Passage found that, 
whether using a private or public cloud, 
companies struggled with effectively appl-
ying legacy security products to the cloud 
infrastructure. Among the top challenges 
stated were compliance, lack of specific 
cloud security functions, and the inabi-
lity to work across different clouds and 
data centers. The one security challenge 

30% of 
organizations 
outsource their 
IT infrstructure 
using a public 
cloud-only 
strategy.

that was much more common for public 
clouds was a lack of integration with ma-
nagement and automation tools. To ad-
dress these concerns, many new, open 
source vendors are developing tools and 
services that are built for managing, mo-
nitoring and securing cloud applications.

Even though private and public clouds 
are growing at similar trajectories, it’s 
smart to carefully evaluate a private cloud 
decision, since it will be more expensive 
(with the customer typically owning the 
hardware) and will require more mana-
gement and support from your team.

”
Public Cloud? Private 
Cloud? Hybrid Cloud? 

SCAN this page to 
WATCH the webinar: 
“How to Make the Cloud 
Work for Your Business”.

Learn about enterprise 
cloud strategies. Watch the 

recorded webinar “How to 
Make the Cloud Work for your 
Business.” SCAN this page or 
visit bit.ly/2Wcloudstrategy.
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The IT supply chain used to be a sim-
ple enough process: An end-user that 
needed a device or a software package 
would make a request, which would be 
ordered and paid for by the IT depart-
ment. After a few weeks, the request 
would be delivered and/or installed, and 
the end-user’s needs would be fulfilled, 
albeit after a long wait. The IT depart-
ment was the ultimate controller of bu-
dgets and IT estate, having the power 

Cloud Brokers
With Great Power Comes 
Great Responsibility 

to restrict access and limit expenditure. 
But in the new cloud world, anyone can 
access a dazzling array of IT capability 
using a credit card, giving end-users the 
choice to use the best tools to suit their 
needs as soon as they need them—the 
result should be improved productivity. 
But with this great power comes great 
responsibility—now that IT departments 
can be circumvented, who is responsible 
for controlling expenditure and IT sprawl? 

FUTURE FOCUS 

Cloud brokers could provide the solution.

Being a broker—owning and operating 
a control plane, catalog or console that 
can automate and control the schedu-
ling, delivery and access to multiple 
cloud services—is the new trend hitting 
the industry. Suppliers from all sides of 
the industry are converging here, from 
all points, in both technical and financial 
positions. 451 Research’s Technology 

By: 
Owen Rodgers

Sr. Analyst
Digital Economics

451 Research
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“ If cloud is an on-demand 
version of computing, 
brokerage is an on-demand 
version of IT Procurement.
Business Insight report on Cloud Brokers 
reveals a large market and wide spec-
trum of functions brokers can perform 
that extends from basic introduce-and 
-configure services such as aggregation, 
federation, selection, integration, migra-
tion and fulfilment to capacity manage-
ment and optimization, billing, vendor 
management, contract negotiation, and 
contract ownership. The term ‘broker’ 
encompasses all of these functions.

But what has changed is the nature of 
their roles: The cloud means that inter-
mediary parties must operate dynami-
cally and offer services on demand. In 
the traditional model of IT, distributors, 
resellers and SIs have not been con-
sumption-based entities. This used 
to mean long sales cycles, fulfillment 
measured in weeks or months and no 
guarantees that a product would be in 
stock. In the cloud world, users expect 
services to be available as soon as they 

Brokers deal in multiple services, provi-
ding access, enablement, fulfilment and 
even potentially contract ownership. 
Regardless of sector or vertical, their 
raison d’etre is to arrange a transaction 
between a buyer and a seller. In the IT 
world, brokers have existed for deca-
des – vendors and service providers 
have relied on networks of distributors, 
resellers and SIs to match their products 
to their revenue-generating customers.

Cloud brokers deal in multiple 
services but their primary 
purpose is to arrange a transac-
tion between a buyer (enterpri-
ses) and a seller (cloud service 
providers).

Winning over the end-users 
of cloud services will be 
the critical requirement 

for long-term success of 
existing and emerging 

cloud brokers.

are requested, in no small part to users’ 
experiences with consumer technolo-
gy, which have set a high benchmark. 

And here lies the big difference be-
tween the traditional IT supply chain and 
the new cloud supply chain: If cloud is 
an on-demand version of computing, 
brokerage is an on-demand version of IT 
procurement. New markets and oppor-
tunities are emerging as a result: Ven-
dors are selling technologies to create 
and operate brokers, and cloud broker 

Find out how 2nd Watch’s 
Managed Workload Services 
can help you effectively 
manage your Cloud workloads. 
Visit 2ndwatch.com/mws.
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service providers are emerging—from startups 
and established players. And indeed, within en-
terprises, many IT departments expect to act as 
brokers themselves through ‘IT-as-a-Service’, 
matching internal demand with external provi-
ders. By brokering services, IT departments and 
service providers can give their customers and 
end-users access to a wide range of services, 
while controlling and limiting their consumption.

Broker service providers, whether they are a 
third party or internal, need to deliver to con-
sumers on-demand access to disparate and 
aggregated cloud resources, either natively 
by the broker itself or federated directly from 
the cloud supplier. Broker-enabling techno-
logy vendors supply tools to create brokers. 

These tools aren’t just cloud management pla-
tforms; cloud brokers service providers also 
require tools for billing, metering, procurement, 
and security. To deliver a monetized service, a 
broker service provider needs more than just 
a platform to start, stop and move workloads. 
A whole ecosystem of service providers, servi-
ce consumers, cloud broker service providers 
and cloud enabling technologies is needed for 
the broker model to be more than just theory.

The IT supply chain has changed. As well as 
all being consumers of cloud resources, we are 
also all procurers of cloud services. Now end-
users have the means to access services on-de-
mand with a credit card, it is unlikely they’ll want 
to go back to the rigidity of the traditional supply 
chain anytime soon. Cloud brokers give end-
users the right to choose and consume on-de-
mand, but within controlled parameters: if pro-
perly implemented and managed, it appears a 
cloud-brokered model can provide a win-win for 
everyone. But winning over the end-users of the 
service is the critical requirement for success.

Owen Rodgers, Sr. Analyst for Digital 
Economics, 451 Research

As Senior Analyst for Digital 
Economics at 451 Research, Owen 
Rogers’ role is to help customers 
understand the economics behind 
digital and cloud technology, so 
they can make informed choices 
when costing and pricing their 
own products and services, 
and those from their vendors, 
suppliers and competitors. 
Owen helps customers develop 
their own digital infrastructure 
strategies by navigating them 
through the issues and trends in 
cloud economics.

Owen has previously held 
product management positions 
at Cable&Wireless and Claranet, 
and has developed a number 
of hosting and cloud services. 
In 2013, he completed his PhD 
thesis on the economics of cloud 
computing at the University 
of Bristol. He is a Chartered 
Engineer and a Member of the 
British Computer Society.

 

@owenrog

READ more cloud 
technology analyst 
reports from Owen. 

Browse his 
publications at 
2ndwatch.com/
owen-rogers
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2014      
State of Readiness: 

Windows 2003 
End of Support

 

MARKET
CHECKPOINT

Windows Server 2003 reach-
ses the end of support in July, 
2015. What is your organiza-
tion doing to prepare for an 
inevitable migration?

Most IT administrators are aware 
that Windows Server 2003 will reach the 
end of support (EOS) in July 2015. This 
is a big deal because Windows Server 
2003 has been a big success since it 
was released 11 years ago. From 2003 
to 2010 this platform was the workhor-
se for applications deployed at small 

businesses and large enterprises.  And, 
even though Microsoft released a ma-
jor update with Windows 2008, late in 
2008, most enterprises stuck with Win-
dows 2003 until Windows Server 2008 
R2 launched on October 22, 2009. 

The newest Windows Server plat-
form is 2012, R2 and little is publically 

By
Greg O’Conno
CEO AppZero

ADVICE & INFORMATION
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38% of the respondents have 
1,000 or more machines run-
ning Windows Server 2003

More than half (52%) of the 
respondents have 100 or 
more machines running 
Windows Server 2003

Only one quarter (25%) of 
respondents already have an 
upgrade plan in place for re-
mediating the risk of WS2003 
EOS.  No change from last year.

Only one quarter (24%) of 
respondents already have an 
upgrade plan in place for re-
mediating the risk of WS2003 
EOS. 

43% will be moving their 
applications to the cloud as 
part of their upgrade process

More than one third (35%) will 
be moving their applications 
to the cloud as part of their 
upgrade process.

2013 Survey Results

In 2013 more than half the enterprises surveyed had a material number of Windows Server 2003 machines. Only a small number 
of respondents had remediation plans and the largest segment was unsure where they would migrate their applications.

2014 Survey Results

In 2014 many of the enterprises responding in the poll had a Windows 2003 end of support challenge with more than 1,000 
machines to remediate. The responses show that the market is still in the process of planning how to migrate with the largest 
segment wanting to move to the cloud.
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known about the number of produc-
tion instances.  As of the summer of 
2014 however, it was widely repor-
ted that Microsoft believed there to be 
22+ million Windows 2003 Servers 
still running production applications.  

What is happening today? 
Surveying the enterprise 

Last year, AppZero undertook the “State 
of Readiness for Windows Server 2003 
End of Support” Survey to assess how 
serious this event is to enterprise IT.  We 
surveyed Fortune 1000 IT professionals 

at a series of industry events, to assess 
their readiness for the impending end 
of support of Windows Server 2003.

This year AppZero is again conducting 
the survey at many industry events, onli-
ne on the AppZero website and via polls 
during select webinars.  While there are 
still ongoing efforts to gather more data 
and the full report is not scheduled for 
release until the end of 2014, there are 
few select data points worth sharing now.

In Sept, 2014, AppZero hosted a we-
binar with 240 attendees.   We asked 

a series of poll questions to unders-
tand the participants’ understanding 
and readiness for the Windows Server 
2003 EOS.  The results of those polls, 
comparison to survey results from last 
year and implications of market chan-
ges are outlined on the previous page.

Summary: 
It is clear that the WS 2003 end of su-
pport event is a critical decision point 
for IT, raising many questions including:

• What operating system will I move 
to?

• Will my environment be physical or 
virtual, on premise or the Cloud?

• Which apps do I modernize and 
which do I retire?

• What resources are required in ter-
ms of people and dollars?

• Can I risk being out of compliance?

2nd Watch can help answer those ques-
tions and turn the challenge of Windows 
Server 2003 EOS into a moderniza-
tion opportunity by using AppZero to 
“up-level” your applications onto AWS.  

WS2003 EOS is becoming a catalyst 
for migrating to the cloud.  This reality 
can either be approached as a securi-
ty headache -- or an opportunity to eli-
minate old infrastructures for a more 
modern one such as the AWS Cloud. 

What type of business is your organization?

Possible Answers    Percent Response
Enterprise    53%
SI/Consultant    47%

Enterprises: How many servers in your organization are running Win-
dows Server 2003?

Possible Answers    Percent Response
1 - 100     28%
101 - 500     30%
501 - 1000     6%
1001 - 4999    27%
5000+     11%

Enterprises: What is your level of readiness for Windows Server 2003 
end of support?

Possible Answers    Fall 2014  Fall 2013
Don't know when EOS is   2%  27%
I know when EOS is, but have no plan  9%  20%
I have started to research technical options 53%  16%
I have an upgrade plan    25%  24%
Other     11%  13%

These results show that the market has become more educated and more aware of 
Windows Server 2003 EOS, compared to last year. Somewhat hard to believe is that 
there has been no change in the number of people who have an upgrade plan. 

As part of your upgrade projects, will you be moving applications to 
the cloud?

Possible Answers    Fall 2014  Fall 2013
Yes     43%  35%
Not Sure     27%  40%
No     23%  22%
Other     7%  3%

The move to the cloud continues its steady growth in popularity.  All the “Not Sure” 
and “Other” fence sitters are also trending towards cloud as the destination. 

The poll indicates enterprises either have a small migration challenge or a really big 
(enterprise) class challenge.  The total number of production servers under manage-
ment by respondents having more than 1001 servers equaled 150,000.



24

Clearing the 
Hurdles for 
Enterprise Cloud 
Adoption
Implementing cloud infrastructure in 
the enterprise can often be a complex 
undertaking.  An organization needs to 
think about scale, integration, security, 
compliance, results, reliability and many 
other factors.  The pace of change pus-
hes enterprise IT to stay on top of these 
topics to help their organization realize 
the many benefits of cloud infrastructure- 
including agility, cost savings and time 
to market.  One might think about this 
in terms of running a race—specifically, 
hurdling.  Whether an athlete is condi-
tioning and training or competing during 
the main event, there are a set of barriers 
they must clear in each phase. In terms 
of implementing an enterprise cloud in-
frastructure, these phases can be clas-
sified as pre-adoption and operational.

Phase I 
Conditioning for cloud adoption

Pre-adoption hurdles come in the form 

By
Kris Bliesner

FEATURE

of all things required to make cloud in-
frastructure a standard for the enterpri-
se.  A big hurdle that enterprises often 
stumble on is the development of a clear 
roadmap and strategy around their cloud 
implementation and deployment.  Simple 
questions that will serve to aid them in 
this process should be asked and eva-
luated prior to getting started.  Questions 
like: What applications will be migra-
ted to the cloud?  What is the timeline 
for application migration?,  When will 
new applications be built on the new 
cloud infrastructure?  What can be mo-
ved to the cloud without refactoring?  

Another common hurdle is defining and 
adhering to IT standards.  How do you 
ensure your enterprise can continually 
and easily replicate an order that has 
been blessed by your Enterprise Archi-
tecture, Security and Legal departments?  

Having a clear IT strategy around cloud 

computing is key to effecting enterprise 
adoption.  Everyone from the CIO to the 
System Admin should be able to tell you 
how your organization will be consuming 
cloud resources and what their role in the 
journey will be.  In our experience at 2nd 
Watch, this typically involves a specific 
effort to analyze your current application 
portfolio for benefits and compatibility in 
the cloud.  We help our customers define 
a classification matrix of applications and 
workloads that can move to the cloud and 
categorize them based on the amount 
of effort they will require and the bene-
fits the enterprise can expect to receive 
once deployed. Whether your company 
has a “cloud first”, “cloud only” or other, 
cloud strategy, understanding the stra-
tegy and having the ability to implement 
any changes that may be required is the 
key to successful cloud implementation. 

Standardization is also a challenge when 
it comes to implementing cloud compu-
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ting.  There are plenty of cloud service 
providers, yet, there are no common 
standards for implementations.  The 
good news is that AWS is quickly beco-
ming the de facto standard for cloud in-
frastructure.  2nd Watch works closely its 
our customers to define standards called 
“Reference Architectures” to enable con-
sistency in cloud usage across business 
units, regions, etc.  2nd Watch’s approach 
is powered by AWS CloudFormation and 
realized by AWS CloudTrails; enabling us 
to deploy standard infrastructure and re-
ceive notifications when someone makes 
a change to the standard in production 
(or Test/Dev, etc.).  It is in this approach 
that the power of AWS really shines.  
Imagine a service catalog of all the diffe-
rent application or technology stacks that 
you need to deploy in your enterprise, 
and then think about having an automa-
ted way to deploy those standards easily 
and within minutes- instead of days, wee-
ks, or even months.  Standards will pay 
dividends in helping your organization 
adopt the cloud and maintain existing 
compliance and security requirements.

Phase II
Winning with an operational cloud

Operational hurdles for cloud computing 
come in the form of people, process and 
technology. In order to clear these hurd-
les, another set of questions should be 
asked and the answers evaluated.  Do the 
people who support your IT organization 
understand the new technology involved 
in managing a cloud infrastructure?  Do 

In terms of implementing enterprise cloud 
infrastructure, there are two phases: Pre-Adoption 

and Operational. In both phases, enterprises will 
face barriers that must be cleared  in order to 

reach the finish line. 
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People are a critical part of 
the IT equation. Enterprises 

should focus on making 
sure their people have the 

training & support they need 
to succeed.

SCAN this page 
to TAKE the Cloud 
Management 
Survey. 

Survey results will 
be shared in the 
next issue of 2W 
MGZN. 
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2nd Watch helps enterprises clear the 
hurdles of cloud adoption, accelerate 

their business and win the race.

you have the right operational processes 
in place to deal with incidents involving 
cloud infrastructure?  Do you have the ri-
ght technology to help you manage your 
cloud infrastructure at enterprise scale?

People
Not all enterprises have an IT organization 
with expertise and the in-depth knowledge to 
implement, deploy and manage a cloud-ba-
sed infrastructure.  When looking to migra-
te your operational systems to the cloud, 
evaluating the current skillsets and future 
potential of your team is just as important 
as the cloud services provider you choose.  

Ask yourself:
• What changes need to be made within 

my IT organization  moving  to the cloud?
• What new IT roles will be required?
• What type of training will be 

needed and who will need it?
• Who will manage our applications 

after they are moved to the cloud?

People are critical to the IT equation, and 
the cloud requires specialized IT skills 
and expertise.  Organizations that eva-
luate their IT workforce seriously have a 
much more effective and efficient cloud 
experience than those who might ad-
dress it after the fact or with less purpo-
se.  Focus on your people—make sure 
they have the training and support they 
need to be success ful once your infras-
tructure is fully deployed in the cloud.

Infrastructure:
Cloud infrastructure uses some of the 
same technology your enterprise emplo-
ys today (i.e. virtualization, hypervisors, 
hardware, network).  The difference is that 

the experts are managing the core com-
ponents and allow you to build on them.  
Infrastructure-as-a-Service (IaaS) is a di-
fferent approach that requires enterprise 
IT to consider process-related changes 
in order to ensure the efficient operation 
of their cloud environment.  Consider the 
following example:  How would your cu-
rrent process handle host management 
issues like needing to reboot a group of 
servers if an incident originates from a 
provider, instead of your own equipment?

Technology
Finally, technology plays a big role in en-
suring a successful cloud infrastructure 
implementation.  As users request new 
features and IT responds with new tech-
nology, thought needs to be given to how 
the enterprise will manage that technolo-
gy.  How will your existing management 
and monitoring tools connect to your cloud 
infrastructure?  To what pieces of the data-
center will you be unable to attach?  When 
will you have to use plugins from a cloud 
service provider vs. your existing toolset?  
What can you manage with your existing 
tools?  How do you take advantage of the 
new infrastructure, including batch sche-

duling, auto-scaling and reference archi-
tectures?  Picking the right management 
tools and technology will go a long way in 
the effort to win the race, allowing you to 
reap the benefits of cloud infrastructure.

At 2nd Watch, we believe that enterpri-
se architecture (in a broad sense) is re-
levant ,regardless of the underlying te-
chnology platform.  It is true that moving 
from an on-premises infrastructure to the 
cloud enables us to reduce the number 
of things  that require our focus. The raw 
simplification for IT is that the number of 
vendors and platforms to deal with demi-
nishes.  However, these IT roles and the 
people that fill them, are still needed.  The-
re will always be a need to consider how 
to best leverage the technology at hand 
and innovate in ways that differentiate 
your organization from its competitors.  

Cloud adoption will have hurdles.  
However, with the right trainer and 
preparation, you can condition your 
organization to clear the barriers, acce-
lerate your business and win the race.
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How Will YOU 
Use AWS 
CloudFormation?

By
Derek Baltazar

SPOTLIGHT

AWS CloudFormation gives developers and 
systems administrators an easy way to create and 

manage a collection of related AWS resources, 
provisioning and updating them in an orderly and 

predictable fashion.
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There’s a familiar saying, “A 
picture is worth a thousand words”.  In 
the world of AWS we say, “An AWS 
CloudFormation template is worth a 
thousand mouse clicks”.  Ok, maybe 
not a thousand mouse clicks, but more 
mouse clicks then we care to count when 
using the AWS console for provisioning 
AWS resources. With AWS CloudFor-
mation you can avoid repetitive con-
sole navigating, tedious configuration 
typing, and vigilant double-checking of 
every last setting.  When you use AWS 
CloudFormation, all of the manual pro-
cess of provisioning in AWS becomes 
efficient, precise, and programmable.  

AWS CloudFormation provides the 
ability to programmatically construct 
and manage a grouping of resources 
in a predictable way.  For many AWS 
users, it quickly becomes one of the 
most powerful tools in the AWS toolkit.

Some of the major benefits of 
AWS CloudFormation are:

1. Repeatable and predictable deploy-
ments.

2. Simple, easy to read JSON struc-
tured files (AWS CloudFormation 
templates) that are easy to maintain 
using current source control tools 
and editing applications.

3. Compatible with a majority of AWS 
services.

4. Can be slowly built up over time to 
match complex environments, ma-
king them a great tool for disaster 
recovery.

5. Flexible with use of parameters and 
helper scripts.

6. It’s free!

When you first start to deploy on AWS, 
you slowly build up your environment 
through pointing and clicking around 
the AWS console interface. Most peo-
ple start with the simple act of launching 
a single EC2 instance.  The process is 
pretty self-explanatory: Before laun-
ching an instance, you pick an AMI and 
an instance type, then you input some 
configuration details, add some stora-
ge, tag the instance, and finallly...con-
figure security.  Simple enough, right?  
For a single EC2 instance, it’s probably 
the fastest way to get up and running. 
Now, imagine having several EC2 ins-
tances in a multi-tier, multi-AZ environ-
ment complete with a VPC, RDS instan-
ces, several subnets, route tables, and 

AWS CloudFormation makes 
it easy to organize and deploy 
a collection of AWS resources 
and lets you describe any de-
pendencies or special parame-
ters to pass in at runtime.
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How Does 
AWS CloudFormation Work?

an auto-scale group.  The environ-
ment gets vastly more complicated.  
Luckily, the AWS console makes it 
easy enough to create this type of en-
vironment, despite how complicated 
the configuration has become. Even 
so, there must be a better way.  This is 
where AWS CloudFormation can help.

Creating the above-referenced envi-
ronment in AWS CloudFormation has 
major advantages. First, you will have 
an AWS CloudFormation template 
that is identical to your intended en-
vironment. If, for some reason, you 
have an issue with the environment, 
you can re-launch the template (or 
stack) and revert to the original confi-
guration.  This works as a pseudo-di-
saster recovery tool for your AWS 
infrastructure.  Another significant 
advantage is the ability to expand 
your environment to another region. 

For example, let’s assume your envi-
ronment needs to be re-built in Asia 
to support the burgeoning Chinese 
market.  Using a properly configu-
red template that takes advantage 
of the AWS CloudFormation map-
pings section, you can re-launch the 
environment, in its entirety, to an 
AWS region like Singapore, bringing 
you closer to your new users. Fina-
lly, because your AWS environment 
is now a template, you don’t have 
to worry about configuration irregu-
larities between deployments.  Your 
environment in the US would be con-
figured exactly as it is in Singapore.

AWS CloudFormation can also be 
used in a classroom setting.  In this 
example, let’s assume you want to 
develop a Redshift training course.  
As the teacher, you develop a templa-
te that instantiates a 2-node Redshift 

Create or Use an Existing Template

Save Locally or in S3 Bucket

Use AWS CloudFormation to Create a 
Stack Based on Your Template

AWS CloudFormation Constructs & 
Configures the Specified Stack Resources

1

2

The following diagram summarizes the 
AWS CloudFormation create stack workflow:

3

4
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cluster, with a management EC2 ins-
tance running SQL Workbench/J, with 
an EIP for static access and security 
groups.  This would also include a VPC 
to segment the environments from one 
another.  You then deploy the template 
on a per-student basis, saving time and 
ensuring each student has their own 
working environment.  If there are four 
students, you would deploy the lab en-
vironment four times.  If there are thirty 
students, the environment gets deployed 
thirty times.  Using AWS CloudFormation 
parameters, you can customize the en-
vironment allowing tailored configuration 
settings such as personalized passwords 
and ingress SSH IPs for each student.

Imagine a sales engineer using an 
AWS CloudFormation template that 
launches a product demo for use on a 
sales call, then quickly terminates re-
sources once the presentation is over.  

Armed with an AWS CloudFormation 
template and knowledge about AWS, 
it is easy to get environments crea-
ted and terminated quickly.  You’ll save 
time and money by deploying AWS 
resources only when you need them.  
In this scenario, the product demo may be 
a tiered application stack requiring com-
plex bootstrapping. Bootstrapping the 
environment includes tasks like installing 
updates, software packages, or coor-
dinated logic to make the configuration 
work properly.  Using AWS CloudForma-
tion resource WaitConditions and helper 
scripts like cfn-init, makes multifaceted 
environment orchestration a breeze. 

AWS CloudFormation can also display 
outputs like a web URL or an Elastic IP 
Address, providing important environ-
ment information right at your fingertips.  
No matter how complex the environ-
ment is to create, if engineered correct-

ly, AWS CloudFormation makes it easy 
for anyone in your organization to use.
If you want more ideas on ways to use 
AWS CloudFormation, visit the AWS 
website which provides several tem-
plates and snippets that can help to 
get you started. AWS also provides 
very thorough and worthwhile docu-
mentation to assist you as you be-
come more familiar with the service.  

For AWS CloudFormation assistance, 2nd 
Watch offers a full range of AWS consul-
ting services—from cloud consulting, to 
implementation, to ongoing maintenance.  

Read the 2nd Watch blog post 
for more information about the 

anatomy of a template.  Find it at 
2ndwatch.com/an-introduction-

to-cloudformation/
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Effectively 
Track & 
Analyze 
AWS 
Costs

With a broad services offering, 
AWS products and features are 

sometimes complex to keep track 
of. This article teaches you the 
best way to manage your AWS 

resources.

By
Timothy Hill

TECHNICAL DEEP DIVE

K
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Whether you are running applications that 
share photos to millions of mobile users, or 
you’re supporting the critical operations of 
your business, cloud computing provides ra-
pid access to flexible and low cost IT resources. 

While the ease-of-use and low cost, pay-as-
you-go nature of cloud computing are just a 
few of the many benefits thst companies can 
expect to gain, enterprise-wide adoption of 
cloud technology has added to the complexi-
ty of deciphering today’s enterprise IT costs.  

CIOs and CFOs of enterprises that leve-
rage a hybrid IT infrastructure must care-
fully track their existing on-premise infras-
tructure costs, as well as interpret—and 
accurately allocate—cloud-related expenditures 
and cross-organizational use of cloud resources. 

To add to this complexity, many organizations 
within the enterprise require different views of 
cloud usage and billing data.  For example, 
CFOs and financial organizations typically track 
costs associated with business units or cost cen-
ters while CIOs and IT Operators need granu-
larity of cost by project, workload and resource 
types such as compute, storage and network.  

AWS segments its broad pro-
duct offering into product categories 
(Compute, Networking, Storage and Content De-
livery, Databases, and Application Services) and 
each product category is further segmented into 

LEARN how to track trends and 
prepare for unexpected cost 
spikes and dips, encourage 
accountability among biz units.

SCAN this page to REGISTER 
for the November 18th webinar: 
“Cloud Asset Management”.
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products groups. Each of which can have 
as many as 8,000 individual products. 

Individual product features and pricing 
are then based on specific configu-
ration.  For example, when selecting 
an Elastic Cloud Compute (EC2) re-
source needed for a specific environ-
ment, an engineer will select an op-
tion from each of following categories: 

Operating Systems: 
Linux, RHEL, SLES, Windows

Regions: 
US East, US West (Oregon), US West 
(Northern California), EU, Asia 
Pacific (Singapore), Asia Pacific (Tokyo), 
Asia Pacific (Sydney), South America

Instance Types: 
General Purpose, Compute Optimi-

zed, GPU Instance, Memory Optimized, 
Storage Optimized

Product Configurations: 
Quantity vCPU, Quantity ECU, Memory 
Size (GiB), Instance Storage (GB)

With the many categories, subcate-
gories and individual product features 
and pricing, the precise calculation of 
true IT costs and the appropriate bu-
dget allocation can be a daunting task. 

To simplify the process of tracking, 
analyzing and allocating costs of 
cloud resources, the following best 
practices can effectively address 
the needs of both CIOs and CFOs.

Two-Pronged Approach

AWS provides two methods to group usa-

ge; resources tags and accounts. Each 
method is useful in its own way but also 
presents a few drawbacks. When using 
AWS tags to group usage, a tagging 
schema needs to be created, universa-
lly deployed and tightly controlled.  Care 
has to be taken to ensure all of your indi-
vidual AWS resources are tagged proper-
ly, as any mistake in tagging will cause a 
resource to be left out of the group and 
not reported properly. In addition, many 
AWS resources cannot be tagged, requi-
ring a separate cost distribution scheme 
to be created and maintained to allo-
cate those costs across the enterprise. 

After undergoing the significant effort 
to accurately tag and separate each 
cost center, enterprises will have a 
reasonably accurate method of tracking 
usage. However, costing could still be off 
by a considerable margin.  This is due 

Workloads with Dedicated Resources: Individual AWS accounts are created for 
each project/workload of two separate business units and then rolled-up to the 
organization level to provide consolidated usage information by department 
and business unit.
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Learn about Tracking & 
Allocating Costs for 

Workloads with Shared 
Resources on pages 36-37.

to the structure and application of AWS 
Reserved Instance (RI) pricing. AWS RIs 
enable customers to reduce their hourly 
usage for specific resource types after 
paying an upfront fee. While this seems 
quite straightforward, its impact on cost 
allocation can be dramatic. RI pricing 
can best be understood by thinking of 
the reduced hourly price as a coupon.  
Once the RI is purchased, the new hour-
ly rate coupon is arbitrarily allocated to 
all instances of that resource type in 
the account instead of the workload it 
was intended. When rolling up costs by 
tag, there is no way of knowing how to 
apply the RI coupon and can often re-
sult in inaccurate reporting of costs.

Using individual AWS accounts for each 
workload provides the most straight-
forward, accurate and detailed repor-
ting of costs and usage.  By creating a 
separate AWS account for each wor-
kload, enterprises can track all associa-
ted costs (including RIs) and allocate 
them by cost center, department and/
or business unit. However, when using 
AWS accounts to group usage, each 
account must be manually set up and 
requires distinct AWS.  In addition, the-
re is no method of sharing resources 
(i.e. databases with multiple workloads).  

Given the challenges of account-based 
and tag-based grouping, we have found 
that the tracking methodology needs 
be aligned to the structure of the envi-
ronment(s).  For environments where 
the resources are 100% dedicated to a 
specific workload, grouping by AWS ac-
counts works best. Using AWS tagging is 
ideal for environments where you need 
to share resources across multiple wor-

kloads. However, enterprises must note 
that the costs won’t be 100% accurate.

Tracking & Allocating Costs 
for Workloads with Dedicated 
Resources

For workloads with infrastructures that 
do not need to share resources, 2nd 
Watch recommends using individual 
AWS accounts to group usage by wor-
kload, cost center business unit, etc.  
This can be accomplished by esta-
blishing individual AWS accounts for 
each workload and then mapping them 
directly to your enterprise’s organiza-
tional structure. The example at the top 
of page 34 illustrates how a complex 
enterprise can organize their cloud ex-
penses and provide showback or char-
geback reports across the enterprise.

In this example, the enterprise would 
receive two bills for their cloud usa-
ge—”Business Unit 1” and “Business 
Unit 2”.  Under each business unit, the-
re are multiple levels of cost centers 
that roll up to each subsequent higher 
level—which is typical with many enter-
prise organizations.  AWS accounts have 
been created for each project/workload 
and roll up to the organization level to 
provide consolidated usage informa-
tion by department and business unit. A 
Dedicated Resource structure enables:

• Managers at the resources and 
workload cost accrual and tracking 
levels to track their individual usage 
by AWS accounts, capturing 100% 
of the cost associated with each 

AWS account
• Management at the department le-

vel to view the consolidated usage 
for their respective cost centers and 
workloads

• Managers of each business unit to 
view usage by department and AWS 
account and receive a bill for its en-
tire, consolidated usage

This method provides a reliable way to 
track cloud usage by cost center and 
(because AWS groups their products 
by category) track spend and usage 
by “IT Tower” (i.e. Compute, Network, 
Storage). It does requires a disciplined 
approach to creating new projects and 
you need to update your expense ma-
nagement platform to provide executi-
ve-level dashboards with the ability to 
drill-down to detailed consumption re-
ports by cost center and tower.  Doing 
so enables enterprise IT to provide 
executive-level transparency while kee-
ping excessive resource consump-
tion under control and reduce IT costs.

On the next two pages, we review 
the second approach to tracking, 
analyzing and allocating cloud usea-
ge—Workloads with Shared Resources.

While there is no “one-size-fits-all” solu-
tion to AWS expense management, de-
ploying one (or both) of these methods 
can provide you the visibility necessary 
to successfully meet the tracking and 
analytical needs of your CFO and CIO.  
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Tracking & 
Allocating Costs 
for Workloads 
with Shared 
Resources

Ask Critical Questions

Ask critical organizational questions that you want answered 
including questions about utilization, spending and resource 
management. Consider ongoing projects, production appli-
cations, and development environments.

In many organizations there is a 
need to share key resources, such 
as databases across multiple wor-
kloads. In these cases, it is a best 
practice to use AWS tags to group 
your expenses. This method requi-
res careful set up of resources and 
the creation of a schema to alloca-
te shared resources that cannot 
be tagged across the enterprise.

Tagging allows enterprises to assign 
their own metadata to each tagable 
resource. Tags do not have seman-
tic meaning to AWS resources and 

TECHNICAL DEEP DIVE
are interpreted strictly as a string 
of characters. Tags are made up 
of both a “key” and a “value”. AWS 
allows up to 10 keys for each re-
source, and each key can have can 
have unlimited values—enabling 
detailed grouping of resources.  Ta-
gging should be set up based on the 
needs of the organization and the 
AWS architecture design. The ima-
ge on the next page illustrates how 
to establish a tagging scheme for a 
2-tier, auto-scalable web application.

As the project moves from web san-

Tagging Strategy

A tagging strategy is required to answer the critical ques-
tions accurately, and in reproducible manner. Components 
of a tagging strategy include:

2

1
Examples
• Business Unit: What departments/groups are using 

cloud resources?
• Cost Center: What resources and projects are impac-

ting your IT costs?
• Product: How much does each product cost to operate?
• Service: Does the enterprise have projects or services 

shared across departments? 
• Tier: Which part of the application is having the greatest 

impact on the enterprise’s AWS costs (web, database, 
backend, auto-scaling, etc.)?

• Version: How do changes to the architecture impact to-
tal cost?

• Owner: Which individual developer (or team) is respon-
sible for specific AWS expenses?

• An executive summary of the objectives, customer 
stakeholder groups and SMEs. This summary will serve 
as the project’s North Star and keep you on course in 
the later phases.

• Key and value definitions documented as customer’s 
• standards. 
• Key Image Map in Visio for ease of editing. This visual 

aid is especially helpful when AWS resources require 
multiple tags.



Define Showbacks & Chargebacks 

Implement the reporting structure to get the data in the 
hands of those who need it across the enterprise.

Make Regular Adjustments for Optimization

AWS releases several new products and features each mon-
th. In order to keep up with the growing demands of a new 
AWS deployment, there will be ongoing A&Os that can take 
several man hours each month. 

Determine Which Resources Are in Scope

In order to execute a tagging strategy, you will need to know 
details about the AWS resources that are in-scope: 3

4

5

dbox to web staging to web produc-
tion, you can use tags to track usa-
ge.  When the application is in the 
Sandbox all resources are tagged 
with the key “Web Sandbox” and 
the appropriate value (Environment, 
Owner, App and/or IT Tower). When 
the project moves to “Web Staging” 
you simply replace the original key 
and values with the ones associated 
with the next step in development. 

To effectively use tagging, we recom-
mend the following, five-phase imple-
mentation and management program:

• AWS Resource Type (EC2, RDS, Redshift, Dynamo-
DB, S3 Bucket, etc.)

• AWS Instance ID and corresponding account #
• Hostname
• Availability Zone / Location

• Chargeback: Departments receive an internal bill for 
the costs that are directly associated to the AWS con-
sumption which they generate.

• Showback: Departments (or management of) receive 
an internal report showing the costs associated with 
AWS consumption, but no payment is required.

• Maintenance of tags, standards and best practices
• AWS Resource Tag Automation
• AWS Tag Integration with Cloud Formation Templates
• Onsite or Virtual Training on Cost Management
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rations Center (SOC). The combination 
of technology, content, analytics and 
people is driving the cloud security and 
cloud infrastructure industries forward. 

Cloud infrastructure is also changing 
the way in which researchers review 
data and create new defense strate-
gies against the latest security threats.  
The open source nature of most cloud 
software, and the ease and low-cost of 
building a cloud, enables researchers to 
have multiple managed servers and IP 
addresses without having to use a home 
router. Here, researchers can examine 
production threats that cloud consu-
mers are facing and do so in real-time 
production environments—regardless of 
the production environment’s location.  

Since the cloud is inherently web appli-
cations and databases, it makes sense 
that the primary attack vector consists 

of vulnerability scans and brute force 
attacks. In an enterprise data cen-
ter, you would see not only vulne-
rability scans and brute force, but 

also malware and botnets. To com-
bat these threats, researchers utilize 
their ability to share collected data with 
the cloud provider and their customers, 
so they can then implement the pro-
per security controls to defend against 
the attacks highlighted by the data. 
Honeypots are another addition to the 

C loud security has often been a 
concern for enterprises that are evalua-
ting a move to the cloud. Alert Logic—the 
leader in security and compliance solu-
tions for the cloud—publishes an annual 
Cloud Security Report based on data 
from their customer base. The findings 
show that the cloud is no less secure than 
an on-premises enterprise data center. 

With the advent of products such as 
Alert Logic Threat Manager with Acti-
veWatch services, businesses can start 
to breathe a sigh of relief when it comes 
to cloud security. This security solu-
tion delivers vulnerability scanning and 
24x7 network monitoring by Alert Logic 
experts in Alert Logic’s Security Ope-

line of defense against ongoing threats 
and attacks. Honeypots are servers 
that are deployed throughout the Inter-
net and left vulnerable to encourage an 
attack against its operating system and 
applications by malicious actors. During 
an attack, the honeypots collect several 
pieces of information, including origin of 
the IP address, the malware that is used, 
attack patterns and, in some instances, 
the attacker’s keystrokes. This informa-
tion allows researchers to profile the at-
tacker and reverse engineer the attack to 
create security content and intelligence 
reports. The reports are then delivered 
to the security technologies that protect 
your enterprise and cloud environments.  

Furthermore, several open source 
tools have been developed to assist 
with the monitoring and log collection 
of your honeypots. Some tools provi-
de users with a global heat map that 
shows the source IP addresses attac-
king their honeypot network by country, 
region or city. Reports from these devi-
ces are key factors in the integration of 
security content with the current tech-
nology protecting your environments.

Honeypots have allowed researchers to 
translate IP addresses and malware into 
security content that can protect an ave-
rage cloud environment. By leveraging 
honeypots, monitoring tools and detailed 

COMMUNITY

Contributed By:  Alert Logic 

Threat Researchers Defend 
Against Attacks
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security reports, enterprises can poten-
tially avoid becoming victims of an attack. 
Most often, attackers will seek to ex-
ploit the weakest points of a company’s 
vulnerability often found in the design 
or software the company is using. If a 
solid patch management program and 
an in-depth security strategy are in pla-
ce, the honeypot on the company’s 
IP space should be the weakest link. 
Attackers will hit the honeypot’s envi-
ronment first, and the company can 
block the collected IP addresses on fi-
rewalls or IP tables, so that—when le-
gitimate infrastructure is attacked—the 
firewall blocks the traffic at the edge.

Malware can also be tested against 
VirusTotal, an open source malwa-
re analysis portal, determine if your 
virus vendor has a detection me-
thod for the variant of malware that 
was launched against your honeypot. 

Types of Honeypots

Dionea is a low interaction honeypot that 
captures attack payload and malware. 
Dionea uses embedded python scripts 
and lib emu to detect running shell codes. 

Glastopf is software that simulates web 
applications and exposes a vulnerable 
server to web application, database and 
cross-site scripting vulnerabilities. It si-
mulates several types of web pages and 
applications, with thousands of vulnera-
bilities for the attacker to choose from. 

Kippo is a medium interaction SSH 
honeypot designed to log brute-force 
attacks and, most importantly, the en-
tire shell interaction performed by the 
attacker. A key function of Kippo is that 
it collects keystrokes from the attacker, 

which gives companies insight into the 
attacker and potentially his credentials.  
Once malware is collected from an orga-
nization’s honeypots, it should be tested 
in a safe environment like Cuckoo, which 
allows companies to perform the testing 
at an open source cost. Cuckoo is a ligh-
tweight solution that performs automated 
dynamic analysis of provided binaries. 
Current features include the retrieval and 
analysis of files from URLs, tracking of 
relevant API calls for behavioral analy-
sis, creation of spawned processes, and 
a dump of general traffic. Claudio Guar-
nieri originally designed Cuckoobox back 
in 2010, and since then, he has incorpo-
rated many enhancements. The online 
version is available at http://malwr.com 
and a downloadable version is availa-
ble at http://www.cuckoosandbox.org. 

Architecture is key to deploying ho-
neypots that won’t compromise infras-
tructure. Honeypots should never have 
backdoor access, or provide access 
of any kind, to a company’s produc-
tion network. All collection and data 
correlation should also be outside of 
the company’s network, like in a cloud 
or managed-hosted environment.

One doesn’t need to be an experienced 
researcher to build a honeypot. Whe-
ther you build for work or perso-
nal use, honeypots are useful in 
determining the types of attacks 
that are being launched. They 
provide a reliable source of intelli-
gence gathered from average attacks 
that take place against typical infrastruc-
ture within enterprise, managed hosting 
and cloud environments. Once simply 
considered a research tool, honeypots 
have become essential to an enterpri-
se’s security strategy and best practices.

Learn how to build a 
Honeypot. Additional 

resources: alertlogic.com
projecthoneypot.com
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IAM for 
Everyone

the AWS Cloud infrastructure has 
been architected to be one of the most 
flexible and secure cloud computing 
environments available today. It provides 
an extremely scalable, highly reliable 
platform that enables customers to 
deploy applications and data quickly and 
securely. Yet, even with AWS’s world-
class data center and network security 
capabilities, your overall security posture 
may not be as strong as you think if 
you haven’t implemented best practices 
for access controls.  The good news 
is that, with a few simple—and free—
controls provided by AWS, you can 
easily protect yourself from unauthorized 
access to your AWS resources and data.

Hide Your Keys
When you access AWS programmatically, 
you verify your identity and the identity 
of your applications by using an 
access key. An access key consists 
of a user’s ID and secret password.

Anyone that has your access key 
information has the same level of access 
to your AWS resources that you do. 

AWS goes to significant lengths 
to protect users’ access keys, 
and in keeping with AWS’ shared-
responsibility model, you should as well.
Without the use of proper best practices 
that are designed to secure your AWS 
resources and data, you may be at risk 
of unauthorized access. Best practices 
include coding standards and peer 
reviews and should specifically outline 
the requirement to obfuscate any 
credentials.  For example, in terms of 
coding standards, credentials should be 
different in each environment as to limit 
their reach. These values should always 

TECHNICAL DEEP DIVE
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be input parameters and 
never hard coded values. 

While it may seem 
convenient to use the 
root account or an IAM 
account that has full rights 
and makes development 
easier, it’s dangerous. It 
introduces a multitude of 
risks including exposure 
of your credentials. When 
credentials are used 
without authorization, 
deployments must be 
reworked to replace 
the credentials which 
risks service availability. 
Credential keys will need 
to be rotated following 
this change which puts 
other services that may 
have been coded with 
those credentials at risk 
of losing availability. 

Every user and service 
account should follow the 
security best practice of 
least-privileged access. 
Everything that interacts 
with AWS resources 
should have its own IAM 

credential and should 
never be reused or shared. 
The biggest question of 
all is, should we even 
use key pairs? Utilizing 
IAM roles, we can assign 
permissions to specific 
EC2 resources in AWS. 
This allows services to 
interact directly with AWS 
resources without the 
need of IAM credentials, 
eliminating the possibility 
of sharing or being 
released into the wild. 

A perfect example of this 
is an IAM role assigned 
to an EC2 instance that 
does EBS snapshots 
to back-up data. The 
assigned policy for this 
IAM role allows limited 
interaction with resources 
and deletion of only 
EBS snapshots. If this 
EC2 instance were ever 
compromised, you may 
lose your snapshots, but 
your EBS volumes would 
be safe and data could 
not be moved outside of 
the original AWS account. 

While this method will not 
work for all applications, 
every step taken reduces 
the exposure to chaos.

Additional 
Security 
Measures
With the  understanding 
that accounts with 
administrative access 
should never be used in 
code/automation,  how 
can you proactively 
prevent it from 
happening? Using Multi 
Factor Authentication on 
these accounts eliminates 
the possibility of sharing 
or being used in code 
in that you must have 
a secondary device to 
authenticate each time 
you interact with AWS. 
This can be done easily, 
and with no charge, using 
Google Authenticator 
on your smart phone.
Password policies should 
also be put in place. This 
will enforce complicated 

Download the AWS Infrastructure 
Asset Management Best Practices 
Guide at bit.ly/aws_iam.

New to AWS Infrastructure Asset 
Management (IAM)? 

SCAN the page to the LEFT to 
WATCH the AWS intro to IAM.
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"Statement": [{"Action": [
   "ec2:DescribeVolumes",
   "ec2:DescribeSnapshots",
   "ec2:CreateSnapshot",
   "ec2:DeleteSnapshot",
   "ec2:CreateTags",
   "ec2:DescribeTags"
   ],
   "Effect": "Allow",
   "Resource": ["*"]
}]

"Statement": [{"Action": [
   "ec2:DescribeVolumes",
   "ec2:DescribeSnapshots",
   "ec2:CreateSnapshot",
   "ec2:DeleteSnapshot",
   "ec2:CreateTags",
   "ec2:DescribeTags"
   ],
   "Effect": "Allow",
   "Resource": ["*"]

IAM roles allow 
you to assign 
permissions to 
specific EC2 
resources in AWS. 
This enables 
services to interact 
directly with AWS 
resources without 
the need of IAM 
credentials. 

IP Whitelists, when 
limited to your 
office and data 

center IPs, deny 
any interaction 
with your AWS 

resources outside 
of your designated 

locations.

passwords as well as frequent rotation 
to update/change your password. This 
ensures that if any IAM user accounts 
were compromised, the window for 
exposure is limited to the time the 
compromised password is in rotation. 

Another best practice that can be 
quickly implemented is the creation of 
an IP whitelist which can be attached 
to all existing IAM roles, users, and 
groups. This should be limited to 
your office and data center IPs and 
deny any interaction with your AWS 
resources outside of those locations.

These security best practices are easy 
to employ, FREE, and have the ability to 
prevent most cloud security breaches. 

Once you have implemented the 
recommended best practices, 
take the additional measures 
detailed below to furthur ensure the 
security of your AWS infrastructure.

1Multi-Factor Authentication
Extending the use of MFA to all IAM 
accounts is the best way to secure 
individual access. As mentioned, this 

prevents the possibility of sharing or 
using within code. Every time a user 
accesses AWS, they are challenged 
with the secondary rotating code that 
helps validate the user. Best of all, this 
can be done for free using the Google 
Authenticator app on most smart phones.

2IAM Groups 
Using groups is a more efficient and 
less error-prone way of assigning 
permissions to organizational roles.  
Some examples of this might be:

• DBA group where you allow 
full permissions to create and 
restart RDS instances, but not 
allowing access to EC2 resources. 

• Sysadmin allowing permissions 
to restart EC2 instances, 
but not create or terminate.

• Audit where allowing 
read-only permissions to all 
of AWS, but not allowing any 
ability to impact resources.

3Federation 
Implementing federated users eliminates
creating individual IAM accounts.

Similar to groups, you create IAM 
roles which users can assume the 
identity of. This can ease the 
administrative load as you are extending 
your on-premise identity and 
access management system.
 

4Resource-Level Permissions
Utilizing tags for AWS resources, we 
can assign specific permissions. 
An example of this might be an 
ENVIRONMENT tag. With resource 
level permissions we could allow a 
Developer IAM group/role the abilities 
to restart EC2 instances where the 
value of the ENVIRONMENT tag is 
set to DEV, but not allowing any 
permissions to AWS resources 
with that tag set to PROD. 

5AWS CloudTrail
Logging of your AWS environment is 
crucial to the security of your AWS 
account. If you aren’t tracking changes, 
how will you ever know the cause of a 
terminated instance? Is it something in 
the environment? Code? An accidental 



action by a Sysadmin? A malicious act? 
Any and all changes should be tracked 
so if there is ever an issue you can 
quickly identify the source behind the 
changes and take appropriate action. 

6AWS CloudWatch
This service should be used to give 
the following insights into your AWS 
environment. 

• Cost Monitoring: This allows you 
to setup a threshold based on your 
estimated monthly cost. Alerts will 
quickly let you know if someone 
has stolen the keys to your cloud 
and launched a fleet of resources.

• Utilization: Anomalies in 
performance metrics can indicate 
that a resource has been 
compromised. 

• Error Discoverability: Alerts on 
system and application log files gives 
you real-time knowledge of attacks 
on your services. Aggregating 
and storing these logs enables 
you to easily search and access 
them for post-mortem analysis.  

Implementing these and other security 
measures may seem  overwhelming.  
By leveraging the numerous tools 
and resources provided by AWS, 
securing your cloud environment is a 
far less daunting task.  Each tool is 
a substantial building block on which 
you can implement incrementally 
to create a secure foundation. 

Get a complete view of the 
vulnerabilities within your 
AWS environment,  contact 
2nd Watch at (888) 317-
7920  today to request a full 
cloud security assessment.

It is truly an honor for me, one 
that I do not take for granted, to be-
come part of a company and team 
such as 2nd Watch.  In the midst of 
a fast-paced market and much hard 
work, 2nd Watch has built a strong 
foundation from which it can expand 
its position further as a world-class 
leader in enterprise cloud services 
and management.  As I step into 
the role of CEO for the company, I 
am eager to roll up my sleeves and 
contribute to its ongoing success.   

While 2nd Watch continues to grow, 
one constant that will always stand 
out at our core is a relentless focus 
on driving an exceptional experience 
for our clients - one that is repeata-
ble day-in and day-out.  We are a 
“cloud native” company with a la-
ser focus on the public cloud, and 
in particular, AWS.  Our obsession 
with the public cloud is grounded 

in the deep and broad cloud ex-
pertise of our 2nd Watch associa-
tes, who embrace all the feedback 
from our customers and partners, 
and each other, in a collaborati-
ve way to drive the right outco-
mes in an ever-changing market.

2nd Watch recently announced 
that it had raised an additional $10 
million in venture funding in Octo-
ber 2014. While we were not acti-
vely seeking additional capital, we 
now have the opportunity to invest 
even more in sales, marketing, and 
product development along with 
our managed and professional 
services offerings.  This additional 
financing will only help to stren-
gthen our business, our brand, 
and our customer experience.  

I also want to acknowledge 
Co-Founder, Kris Bliesner, for the 
incredible job he has done in lea-
ding 2nd Watch as CEO since its 
inception.  Kris’ unending commit-
ment and passion for the business 
has been inspiring and will con-
tinue as he now leads the techni-
cal direction of company as Chief 
Technology Officer.  I am energi-
zed to be part of the team and by 
the opportunity we have in front of 
us to create an enduring and ro-
bust business, and I look forward 
to working with all of our custo-
mers and partners on this journey.  

About Doug Schneider
Doug has a 20-year record of building and scaling fast-paced internet and cloud companies serving the needs 
of diverse and global business markets.  Most recently he was EVP and GM at Melbourne IT, a publicly held 
Australian web hosting company.   Doug also served as a president at Verio, where he led the initial entry into 
enterprise level managed hosting that helped fuel the growth of the company’s web services business to over 
$160 million in revenue with 800 plus employees.  Doug was a key Verio executive who helped create over $5 
billion in realized shareholder value.  He’s also been CEO at AllCall (sold to Nextel), Colorado Internet Services 
(acquired by Verio), Genea and Transaction Wireless.
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Companies are 
primarily using 
such tools to...

What’s missing from 
public cloud workload 
management solutions?

Even though cloud 
computing holds the promise 
of less work for IT departments, 
survey shows that managing 
applications in the cloud is often 
just as difficult for IT departments as 
managing internal systems

70%

of those surveyed 
said that managing 
public cloud workloads 
was difficult

said it was extremely difficult

said it was no more difficult 
than managing internal systems

30%

40%

62%

30%

improve end user 
performance

45%

of companies 
use several 
commercial 

tools designed specifically 
for managing and 
orchestrating cloud-based 
workloads and resources.

Legacy software 
vendors

Cloud IaaS 
providers

50%

Who provides the tools

monitor & improve 
end-user security

32%

better reporting 
features and metrics27%

55% 45%

of IT directors said 
that they are gaining 
expected ROI from 
cloud management 
tools and services

46%

report that their 
company’s cloud 
management tools are 
integrated to provide 
a “single pane of glass” 
view into cloud risk 
and usage

of companies 
use outside 
service firms 
to help 
migrate and/or 
manage their 
public cloud 
workloads

39%

of companies 
are evaluating 
such providers 
today

33%

said that they haven’t 
quite realized ROI but 
are on their way

15% of 
companies 
are managing 
this process 
internally ungh!

2nd Watch
Survey on Public 
Cloud Workload 
Management 
Solutions

2nd Watch
Survey on Public 
Cloud Workload 
Management 
Solutions

. . .over optimizing cloud 
resources for business agility 
or for tracking spending

improved integration 
to other data sources41%
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PARTNER PROFILE:  ALERT LOGIC

2nd Watch partners are industry leaders who 
enhance 2nd Watch solutions by providing 
products and services to help our customers 
run their strategic IT operations effectively 
and efficiently. Our strategic partnership with 
Alert Logic enables us to provide migration 
and security solutions for enterprise compa-
nies facing a move to the cloud.  With this key 
partnership, 2nd Watch will help facilitate your 
migration to AWS—including planning, design 
and build—using best practices and security 
standards to ensure your new environment is 
optimized and your data is secure. Once com-
plete, Alert Logic provides Security-as-a-Ser-
vice that helps prevent data breeches and 
cyber hacks/cybercrime with solutions to se-
cure the application and infrastructure stack. 

These solutions combine intrusion detection, 
vulnerability assessment, log management, 
and Web application firewall technology with 
24×7 expert monitoring to defend against se-
curity threats and address compliance manda-
tes, warranting a protected AWS environment.

If you’ve ever spoken with a 2nd Watch, Alert 
Logic, or AWS representative about cloud 
security issues, you know that security is a 
shared responsibility. Your cloud provider 
(AWS) is responsible for the physical secu-
rity - your physical infrastructure, facilities, 
network and virtualization infrastructure. Your 
integration partners (2nd Watch & Alert Logic) 
and your company share responsibility for in-
frastructure security - your architecture build, 
engineering build, firewalls and network con-
figuration. Your company covers securing the 
application – encrypting data, protecting AWS 
credentials, rotating keys and securing your 
OS. But you’re not alone in your share of the 
responsibility either. AWS provides the tools 
necessary to create a highly secure environ-
ment with all the access controls and gover-
nance requirements needed, and third-party 
providers help where Amazon doesn’t offer 
a solution, such as in the areas of intrusion 
detection and web application firewalls.
Although some debate still echoes around 

past concerns – pri-
vacy and security 
–research points to 
a more level pla-
ying field between 
traditional enter-
prise data centers 
and cloud envi-
ronments, with the 
cloud surpassing 
data center secu-
rity in many areas. 

In its recent Ma-
gic Quadrant re-
port for Cloud In-
frastructure as a 
Service, Gartner 
suggests that most major cloud IaaS provi-
ders offer a high degree of security on the 
underlying platform. And in Targeted Attacks 
and Opportunistic Hacks, Alert Logic analyzed 
over 150,000 security incidents and found that 
cloud environments are not more attack-pro-
ne than traditional enterprise data centers. 

In fact, the cloud beat traditional data centers 
for security measures in the areas of brutefor-
ce, vulnerability scans, recon, Malware/Botnet, 
and application attacks. With our partnership, 
security solutions are cloud integrated, enginee-
red for AWS, and cloud deployable, running on 
AWS. Together, we elevate our customers’ cloud 
deployments by addressing and answering the 
question of cloud security facing many enterpri-
ses ready to make the move to the cloud today.

This past year, we’ve been busy bringing tho-
se services to cities across the US to educate 
enterprise companies on secure migrations. The 
“Migrating & Securing Your Data” road show hit 
cities from east coast to west, including New 
York City, Dallas, Houston and San Diego, to 
address issues facing enterprises that are in-
creasingly adopting cloud solutions to deliver 
essential business services. Companies in the-
se metropolitan areas gathered for interactive 
discussions, addressing how to successfully and 

efficiently migrate to the AWS cloud by building 
powerful infrastructure, what threats are impac-
ting cloud environments, how to choose secu-
rity technology for the cloud, and how to build 
a trusted and compliant cloud environment. 
Through key partnerships, like this with Alert 
Logic, we’ve truly put to practice the phrase 
“We make the Cloud work for your Enterprise.”

U.S. 877.484.8383  |  U.K. +44 (0) 203 011 5533   |  www.alertlogic.com

Achieving consistent security and compliance across diverse 
environments — on-premises, cloud or hybrid — is fraught with obstacles 
and difficult choices.

The limited availability of skilled security professionals, the adoption of 
public and hybrid cloud platforms, and the high costs associated with 
achieving and maintaining security and compliance leaves many 
organizations unprotected and non-compliant. Alert Logic offers an 
alternative to the expensive and complicated in-house approach to 
security and compliance. The fully managed, enterprise-grade security and 
compliance solutions delivered by Alert Logic enable organizations to 
maintain consistent security and compliance across diverse datacenter 
infrastructure without complexity. 

With the Alert Logic security-as-a-service solution for on-premises, cloud, 
and hybrid infrastructure, organizations receive deeper insight, maintain 
continuous protection, and lower the costs associated with security and 
compliance.

DELIVERING MANAGED SECURITY AND 
COMPLIANCE FROM THE CLOUD, FOR 
THE CLOUD

ADVICE & INFORMATION

SCAN the QR 
code (or the page) 
to watch the 
recorded webinar: 
“How Secure is the 
Cloud”.

Want to become a 
2nd Watch partner? Apply at 

2ndwatch.com/about-us/our-partners. 

Read Alert Logic’s article, “Threat 
Researchers Defend Against 

Attacks”, on page 38.

Security is Key When 
Migrating to AWS
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Shift the Rules on the Competition
We have the methodologies, expertise and tools to 

help your enterprise harness the public cloud and shift 
the rules on the competition
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2W Cloud Factory Services is a solution for migrating data centers  to the public 
cloud and reducing the complexity within IT operations.  2W Cloud Factory 
Services provide a comprehensive set of services and tools to assess, design 
and migrate either entire data centers or individual workloads to the public cloud.

2W Cloud Factory Services is an industry-first solution with a fixed price, 
predictable schedule and reliable opex forecast that comes from its unique 
combination of proven methodologies, certified experts, and patent-pending tools. 

ACCELERATE CLOUD MIGRATION

Deploy an automated factory to efficiently migrate 
workloads to the cloud in less time.

As low as $2000 per server

Entire Data Center migrations in less than 3 months

Factory Based Data Center Migration

Fast ROI - Move an entire datacenter in weeks 
instead of months or years

Minimal Refactor

Minimal Downtime - We use state of the art 
technology and tools to ensure the migration 
can happen with customer uptime goals in 
mind.

Clear Migration Costs - $2,000 per server 
provides a clear path to budgeting the move(s)*

*A minimum number of servers and managed services 
may be required.

BENEFITS


