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DevOps transformation offers organizations a 
myriad of benefits and changes the face of how 
business innovates. From streamlined processes 
to accelerated value—implementing DevOps offers 
you the opportunity to dramatically improve your 
profit, productivity and market share.

DevOps has been around for more than 10 years. 
It became more widely known 10 years ago at 
DevOpsDays Ghent conference. As DevOps 
hits the end of its first decade in the public eye 
and moves out of the “nice to have” phase and 
into an operational necessity, it’s essential that 
organizations adopt the growth mindset necessary 
for a successful DevOps culture adoption.

Bringing together vastly different organizations 
under a DevOps methodology can prove 
challenging for any size organization. With 
development being focused on speed and new 
features, and operations concerned with keeping 
systems up and running, it can be difficult to see 
how their focus can align under a DevOps culture.

As such, the hurdles and challenges to DevOps 
can present themselves in many ways. For 
one, even before the change has begun, teams 
face obstacles from a variety of commonly held 
misconceptions about the process. This leads to 
misaligned expectations, a misunderstanding of 
DevOps’ purpose and execution, and a complete 

misperception that DevOps is a switch you flip and 
once it’s “on,” you can walk away and let it do   
its thing. 

DevOps is an ongoing process that requires a 
cultural shift that everyone in the organization 
needs to buy into and engage with on a  
day-to-day basis.

Other challenges that can arise for DevOps 
implementations can come from a lack of 
stakeholder buy-in, which is not automatic and can 
take significant effort from those leading the project 
to ensure all the relevant people are on board.

And there are, of course, inherent challenges 
the process itself can present. Implementing 
automation without culture change will accelerate 
your time to failure. 

Implementing a DevOps methodology provides 
your organization the ability to accelerate delivery 
and streamline processes, while enhancing 
collaboration and productivity. The key to ensuring 
this happens effectively is understanding exactly 
what DevOps is and how it should be applied 
across the organization on an ongoing basis.

Introduction

EMBRACE DEVOPS AS A JOURNEY 
AND NOT AN END STATE, AND 
ACCELERATE THE PATH TO TRUE 
BUSINESS INNOVATION. 
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There are many common misconceptions about DevOps. Many stem from the fact that true culture change is difficult 
and people gravitate toward changes that are more cut and dry.

Common Misconceptions 
About DevOps

These and other common misconceptions can put DevOps efforts on the back foot before they’ve even begun and 
lead people to completely misunderstand what DevOps is and what it can do for their organization.

Understanding what DevOps actually means and brings to the business is critical not only in order to get buy-in 
at the beginning of the process, but also to ensure that all teams are fully engaged with an ongoing process that 
requires the whole organization to be on board.

Misconception 1

DEVOPS REQUIRES    
TOOLS STANDARDIZATION
The idea that DevOps requires you to standardize 
automation tools as a first step seems to come from 
the many vendors that continue to push tools as the 
catalyst to DevOps. Tools are an enabler of DevOps 
but will never fix a broken culture or process. You 
can build the best DevOps toolchain with all the 
automation your team needs, but unless the team is 
ready to adopt those tools and the new processes 
they require, you’re only speeding up time to failure. 
In addition, focusing on building a DevOps team that 
decides on the standard tools everyone will use will 
only create enemies instead of bridging gaps between 
departments. Don’t be fooled by the marketing. 
DevOps can’t be achieved with tools alone.

Misconception 3

DEVOPS IS ONLY FOR  
DEVELOPMENT AND OPERATIONS 
Though the word DevOps may fuel this 
misunderstanding, it’s clear that DevOps touches 
almost every organization at a company. Why is that? 
DevOps focuses on faster time to value for customers. 
Security, product management, marketing, sales, 
customer success, finance, HR, executives, and 
even your legal team can be asked to change their 
processes to support a DevOps methodology. This 
idea is supported well by the emergence of various 
initiatives like “DevSecOps” that integrates security 
in the process from the beginning or “DocOps” that 
integrates documentation into the process.

Misconception 2

DEVOPS IS ONLY SUCCESSFUL FOR NEW / 
GREENFIELD APPLICATIONS 
One basic mistake is believing DevOps can only 
be part of a high-speed, new application delivery or 
new development effort. This is far from true. Most 
organizations are looking to speed up the delivery of 
legacy applications, and a DevOps methodology will 
benefit them as well. Speeding up means something 
different to every team. Some may be delivering 
releases once per year, so speeding that up to 
quarterly or monthly is a huge change that can be 
facilitated through a DevOps methodology.

Misconception 4

DEVOPS HAS AN      
END STATE OR GOAL 
This is one of the biggest areas of misunderstanding, 
and it stems from the fact that many are used to 
a linear project style of instituting change. In a 
project, you have goals with a defined end state. 
In DevOps, you are continuously evolving and 
iterating on your decisions, processes, teams, etc. 
This continuous improvement is an inherent part 
of the DevOps culture that is a difficult concept 
for traditional organizations to understand. This is 
why measurement is key throughout the DevOps 
transformation.
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KEY TENETS OF DEVOPS

For DevOps to be a successful endeavor, it must follow a number of principles 
that are adhered to, not just during implementation, but continuously adopted 
throughout the organization. 

While there is a set framework of pillars that DevOps follows, there are also key 
tenets that every organization—and every person in those organizations—should 
adhere to in order to ensure the true value of DevOps is realized and achieved.

   DevOps requires a culture of trust, collaboration and continuous improvement. 
The key principle of DevOps  is to bring teams together in a collaborative 
culture. Organizations must also adopt a continuous improvement mindset in 
order to ensure that DevOps is understood to be an ongoing journey and not 
an end state that can be reached and then left to function automatically.

   Everyone is involved and of equal importance. Business teams, product, 
developers, testers, operations teams, security and infrastructure engineers 
are equally instrumental in DevOps success. Successful DevOps requires a 
cross-team effort that gives equal value to all, by all.

   Focus must be on people. A philosophy that focuses on engineers and how 
they can better work together to produce great software enables organizations 
to achieve the right company culture to utilize DevOps to its fullest potential. 

   Company culture is critical. Get it right and it will provide the solid foundation 
DevOps needs to succeed—the unspoken expectations, behavior and values 
of an organization will define your success. 

   Continuous improvement and learning are key. Foundational to DevOps is the 
continuous improvement and learning that can only be achieved by observing 
processes and collecting data.

While DevOps has been defined in many ways, one 
of the most important ways to think of it is as a set 
of cultural values and organizational practices that 
improves business outcomes by increasing collaboration 
and feedback between business stakeholders, 
development, QA, IT operations and security. 

A true DevOps transformation is an evolution of your 
company culture, automation, tooling, processes, 
collaboration, measurement systems and organizational 
structure. Don’t think of DevOps as something you can 
implement, press “go,” and watch run; it’s an ongoing 
journey with no defined end state. 

The goal is to create a culture that enables continuous 
improvement, exploring where you are, where you 
should be going and highlighting adjustments that 
enable goal attainment.

DevOps has a number of key values it will bring to 
your organization. Encouraging teamwork, automating 
processes and reducing silos are fundamental values 
of DevOps. 

What Is DevOps?
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Alongside these core tenets, a good way to continuously measure your 
DevOps success is to use the CALMS model covering culture, automation, 
lean, measurement and sharing. This framework was first introduced as 
CAMS by Damon Edwards and John Willis at DevOpsDays 2010 in the 
US, later becoming CALMS when Jez Humble added the L for lean.

CALMS

THE CALMS MODEL IS OFTEN 
USED BY ORGANIZATIONS TO 
ASSESS THEIR READINESS 
FOR A MOVE TO DEVOPS 

CULTURE Collaborative and customer-centered culture across all functions.
   Must come from the top down and 

engage entire organization
   Cross-functional collaboration and 

communication essential
   DevOps is not just about app owners, 

developers and operations

   Ongoing learning process
   Enable and inject learning into daily work
   Redesign team structure to align with goals
   Embrace failure as learning
   Allow for iteration and feedback on culture

AUTOMATION Remove the toil / repeated work with automation.
   Identify toil
   Remove manual steps from the  

value chain
   Continuous integration
   Continuous testing

   Infrastructure on demand
   Infrastructure as code
   Single repository of truth
   Frictionless toolchain

LEAN Agile and scrappy teams focused on continuous improvement.
   Visualize work to allow for better 

management and identification of errors
   Limit work in process
   Reduce batch sizes
   Reduce number of handoffs

   Eliminate hardships and waste in the 
value stream

   Convert local discoveries into  
global improvements

MEASUREMENT Data is critical to measure progress from the start.
   Measure everything
   Telemetry is a feature
   Show improvement

   Visibility into all systems
   Use data to refine cycles—bring it back  

to the beginning of the value chain

SHARING All teams teach each other and feel empowered to contribute.
   Share all experiences, successful and 

otherwise, to enable others to learn
   Swarm to solve problems—failure is a 

team effort, as are solutions

   Shared pager duty
   User-friendly communication channels 
   Blameless post-mortems 
   Capture and convert tribal knowledge

Always keep at the fore of your DevOps goals a culture of trust, collaboration and continuous 
improvement. This will help you remember that everyone is involved and of equal importance.



Why Do We Need DevOps |6

www.2ndwatch.com
© 2nd Watch, Inc. 2020

DevOps serves many purposes in an organization and offers a 
number of advantages when implemented correctly.

   It enables tools and toolchains to be consistently reliable and 
simple, while increasing your speed to value. 

   It increases the security posture of your software, and as an 
aside, it’s important to remember that security should not be a 
blocker in the process. It should be part of the process in each 
step and part of the culture, not a slowdown in your release cycle.

The landscape is shifting, with new technologies like serverless, 
containers and machine learning growing in popularity and now 
residing in the mainstream. Combined with a focus on security, these 
factors mean, now more than ever, organizations need to adopt 
DevOps and the growth mindset necessary to make it a success.

Why Do We Need DevOps?

Key Benefits of DevOps

There are many benefits to be found in implementing DevOps correctly, most notably in terms of reliability, 
speed, security and decreased complexity.

DEVOPS ENABLES TOOLS 
AND TOOLCHAINS TO BE 
CONSISTENTLY RELIABLE 
AND SIMPLE, WHILE 
INCREASING YOUR SPEED 
TO VALUE. 

DevOps offers increased operational efficiencies 
in order to simplify software development toolchains 
and reduce re-work, which in turn reduces total cost 
of ownership. Firms are also able to deliver better 
products faster and accelerate the software delivery 
process to meet business objectives.

DevOps also allows you to reduce security and 
compliance risk by simplifying processes to comply 
with internal controls and industry regulations without 
compromising speed.

Organizations that implement DevOps will note 
improvements in product quality, reliability and 
performance by limiting context switching, reducing 
failures and decreasing mean time to resolution, while 
improving the customer experience.

ON A DAY-TO-DAY LEVEL, 
DEVOPS SERVES TO 
REDUCE INTERPERSONAL 
FRICTION, IMPROVE 
COLLABORATION, INCREASE 
JOB SATISFACTION AND 
ACCELERATE TEAM 
PRODUCTIVITY.
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Key Challenges of DevOps

DevOps is not without its challenges, and it’s important to realize and accept that there will be challenges. 
Organizations can hit walls when they realize that DevOps is not the technology silver bullet they thought it 
was going to be. Therefore, knowing upfront what challenges you might face and what changes you might 
have to make will give you a head start in your DevOps journey.

1. TECHNOLOGY SPRAWL 

 One of the biggest things people often forget 
when implementing DevOps is that tooling 
and automation don’t fix everything. This can 
be exacerbated by technology sprawl, which 
creates unreliable systems and disparate 
endpoints.

2. CULTURE GAP 

 A lack of communication and collaborative 
culture can also be an issue, which is often 
compounded by resistance to change. 
Meanwhile, conflicting priorities and opposing 
goals means teams can still struggle with a 
DevOps culture, which is so often a forgotten 
tenet of DevOps, despite it being critical to the 
process’ success. Frankly, it’s easier to focus  
on tools than to change culture, and that is   
why many fall into this trap. Easier does   
not mean better.

3. SKILLS GAP 

 This can also intensify other challenges such 
as moving DevOps along too quickly and, as a 
result, leaving team members behind, or trying 
to manage the skill shortages on which DevOps 
can often shine a light. 

4. TOO MANY TOOLS AND RULES 

 Along with this, DevOps can often have a  
tools focus or strict rules that may make it  
more challenging. Start small with clear goals 
and don’t expect to write and enforce a DevOps 
rulebook or choose tools before you gain buy-in 
and knowledge from your team. 

5. REDUCED RELIABILITY

 Another key challenge organizations can face 
after beginning their DevOps journey is reduced  
reliability—the existing DevOps toolchain is 
brittle, complex and expensive to maintain. This 
is compounded by speed, another challenge, 
which sees developers being slowed down by 
bottlenecks, hand-offs and re-work.

6. SECURITY BLOCKERS 

 Security can also be a challenge, as it can 
slow down a release cycle, and complexity that 
requires an internal skillset that organizations 
may not have can add to this challenge.

7. LACK OF BUY-IN 

 Getting buy-in for DevOps may be your greatest 
challenge of all. “He who thinks he leads, but 
has no followers, is only taking a walk.”   
– John Maxwell
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Keeping up with the digital economy requires 
newer ways of thinking, like DevOps, in order to 
ensure your organization has the right culture 
to succeed and grow as the world continues to 
digitize and follow a growth mindset for success.
DevOps can and will bring significant advantages 
to your business, but it must be fully understood 
and implemented correctly.

Dispelling common misconceptions by 
demonstrating clearly what DevOps is and how it 
should be adopted will help you build the buy-in 
you need across your organization. Being able 
to demonstrate the advantages it brings to the 
business will also enhance its appeal, leading to 
greater long-term success.

Most importantly, be clear that DevOps is an 
ongoing process that requires a culture shift and 
continuous engagement. It’s a journey, not an 
endpoint, and with the right approach, it will shift 
your organization’s output to one of streamlined, 
accelerated value that you can pass on directly to 
your customers.

Conclusion
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