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Executive Summary
Some organizations want to adopt cloud but are hesitant to 
move all their data into a public cloud environment for various 
reasons. It might be due to security or regulatory compliance 
factors or a comfort level with the control they have in 
their on-premises environment. A hybrid cloud approach 
overcomes this dilemma by allowing organizations to take 
advantage of cloud technologies while retaining the more 
granular control of an on-premises environment and making 
their own choices about security and risk tolerance, with the 
added benefit of having the flexibility to house workloads and 
data where they fit best.

Taking a hybrid approach is now seen as providing the 
tools and access to modernize your current application 
development practice, while maintaining the current IT 
infrastructure investment.

Let’s begin by understanding what hybrid cloud is, where 
it fits within your organization, its advantages, benefits and 
challenges, and how to assess cloud readiness as part of a 
hybrid strategy.

PART 1 We’ll address the 
case for hybrid cloud and 
its advantages, benefits and 
challenges in creating the 
underlying foundation for 
building and modernizing 
today’s applications.

PART 2 We’ll explore the 
foundational principles of 
application modernization and 
the initial steps to consider in 
evolving your applications. 
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  PART 1

The Case for Hybrid Cloud — Advantages, 
Benefits and Challenges

Modernizing in Place    
with Hybrid Cloud
Hybrid cloud is a diversified approach to managing 
applications and the infrastructure they run on. It 
appeals to some organizations because it allows 
them to achieve the benefits of moving some 
workloads to a public cloud while also making sure 
their legacy applications can continue to operate 
smoothly. Moreover, it offers greater flexibility to 
house workloads and data where they fit best.

Before you evaluate your possible use cases for 
hybrid cloud, it helps to be able to answer this 
question: What is it?

WHAT IS HYBRID CLOUD?
This is much more than the obvious question 
because definitions of the term tend to vary. Here’s a 
fundamental explanation of what we mean when we 
use the term: 

HYBRID CLOUD IS THE UTILIZATION OF 
BOTH ON-PREMISES PRIVATE CLOUD 
INFRASTRUCTURE AND PUBLIC CLOUD 
INFRASTRUCTURE. 

While some people may use the term “hybrid” to 
refer to the use of multiple public clouds, such as 
infrastructure services from both Azure and AWS, 
that approach is usually better described as “multi-
cloud.” Hybrid cloud means you’re still managing 
some workloads in on-premises environments. Those 
could be workloads that you manage in your own 
datacenter or workloads in a hosted or colocation 
facility, housed on your infrastructure. The point is 
that you’re running certain applications—usually 
for business-critical reasons—in a private cloud 
environment that provides direct control over your 
data. Moreover, you’re the only organization using 
that environment—it’s yours alone, unlike multi-tenant 
environments in a public cloud.

BRINGING THE PUBLIC CLOUD INTO YOUR 
DATACENTER—AND VICE VERSA
An emerging class of cloud services has made the 
hybrid cloud approach more viable for a wider array 
of organizations. Each of the major public cloud 
platforms recognizes that their customers have 
various use cases and reasons for wanting to keep 
certain data or applications on-premises. As a result, 
they’ve made it easier for those customers to bring 
public cloud technologies into their own datacenters. 
These include services such as Google Anthos, 
which allows you to run Google Kubernetes Engine 
(GKE) on-premises, AWS Outposts, and Azure Stack.

This approach allows organizations to leverage cloud 
and cloud-native technologies while protecting their 
on-premises infrastructure investments and address 
their organization’s specific business needs. The CTO 
or CISO worried about a security breach in a cloud 
provider’s datacenter—a hard drive that “walks out 
of the building,” for example—can rest a bit easier, 
because the data will still reside in their physical 
facility, with their own security protocols in place.

This works in reverse, too. An enterprise that runs 
VMware in its own datacenter can use VMware 
Cloud to run workloads on AWS, Azure, or Google. 
A company might choose this path if they’ve made 
extensive investments in recruiting, training, and 
retaining staff in VMware (or another vendor) and 
related tools, but they still want to get out of the 
business of running their own physical hardware 
by moving to public cloud infrastructure. They can 
leverage the modern capabilities of a cloud service 
provider without having to throw out their existing 
knowledge and skills.
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4 ADVANTAGES OF HYBRID CLOUD
The umbrella advantage of hybrid cloud is that   
it grants you access to the best of both worlds.   
You can have the scale and technical innovation  
of a public cloud platform, while still retaining the 
more granular control and other facets of an   
on-premises environment.

This “best of both worlds” strategy also allows you 
to protect your existing investments in applications, 
personnel, and infrastructure while you modernize 
your IT portfolio; you’re essentially able to bring the 
benefits of public cloud into your own datacenter. The 
key factor here is flexibility. 

YOU HAVE MORE OPTIONS IN TERMS OF 
PERFORMANCE, SECURITY, COMPLAINCE, 
GOVERNANCE, RESOURCE UTILIZATION, 
COST EFFICIENCY, AND APPLICATION 
MODERNIZATION.

Here are some of the more specific potential 
advantages of utilizing both private cloud—unlocking 
some of the public cloud’s capabilities in your own 
infrastructure—in tandem with running suitable 
workloads in a public cloud:

1 Retain tight control.
Some organizations want to adopt cloud and cloud-
related technologies but are reluctant to move all 
their data into a public cloud environment. They might 
be unwilling to move certain kinds of proprietary 
information outside of the corporate perimeter, for 
example, or prefer to keep certain workloads on-
premises for regulatory compliance reasons. The 
hybrid approach allows for companies to make these 
decisions for themselves instead of having to make 
an all-or-nothing choice between environments.

2 Determine your own security posture.
Similarly, hybrid cloud enables organizations more 
freedom to determine their own security strategy and 
run workloads in different environments accordingly. 
This flexibility is important in corporations that have 
concerns about cloud security. The continuous 
maturation of the major cloud platforms may actually 
make them more secure than your own datacenter. 

The perception, however, of cloud introducing 
new or additional security risks remains in some 
businesses and industries. The hybrid approach 
allows organizations to take advantage of cloud 
technologies while making their own choices about 
security and risk tolerance. With hybrid, you decide 
where data resides and how it will be protected. That 
same principle applies to regulatory compliance. You 
control where data resides and how it’s governed. 
You can also build a shared responsibility model with 
your cloud vendors to further manage security and 
compliance risks.
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4 Modernize at your own pace.
This is one of the less heralded benefits of a hybrid 
cloud environment and one that we’ll unpack in more 
depth in part 2 of this whitepaper. Hybrid creates the 
conditions for teams to modernize their applications, 
architectures, tools, and culture according to 
their own schedule. This can be a more favorable 
strategy than a “shock doctrine” approach. The latter 
describes the “we need to get to the cloud now!” 
types of mandates that put undue pressure on teams 
and a lot of breakdowns on the cloud migration road.

Instead, teams have the flexibility to learn, adapt, and 
then modernize applications in a measured fashion 
that often delivers better results while reducing 
headaches. Among other reasons why, they can 
navigate their learning curve while still running on-
premises, rather than figuring things out after they 
move to a public cloud.

Another way to think of this approach is modernizing 
in place. Instead of moving to the cloud and then 
modernizing—whether your tooling, your application 
architecture, your code and its dependencies, or your 
team culture—you modernize in your own datacenter 
and then migrate to a public cloud environment when 
the time is right.

3 Manage costs effectively.
Cloud isn’t free, and some organizations find out 
too late their costs are much higher in the cloud. 
For a simple example, if you have instances running 
24-7 that you don’t actually need up-and-running 
all the time, then you very quickly generate cost 
overruns. Some organizations want to leverage 
cloud for specific use cases, while keeping other 
workloads on-premises because it may be more 
cost-effective. Hybrid cloud gives you the flexibility 
to avoid over-provisioning, as well as to make cost-
optimized choices about data so you don’t overspend 
on moving that data from one environment to 
another and/or storing it. This becomes increasingly 
important over time, since data inevitably grows.

HYBRID CLOUD CHALLENGES
Like most strategies, hybrid cloud does come with some challenges that you’ll need to evaluate and plan for to 
ensure they don’t outweigh the benefits. This is the key to the appeal of the modernize in place approach—you can 
tackle challenges like these before you move certain workloads to public cloud infrastructure.

   LEARNING AND USING MULTIPLE TOOLS:  There can be some overhead in terms of training on new tools and 
maintaining multiple environments. For example, operations staff are now not only managing the hypervisors in your 
own datacenter, but also keeping tabs on your public cloud environment.

   LACK OF VISIBILITY: Effectively running multiple environments requires you to have proper visibility across them. 
Too many blind spots can lead to shadow IT provisioning, unnecessary security risks, and other issues.

   NETWORKING CHALLENGES: Applications that span both your on-premises infrastructure and public cloud have 
particular networking challenges such as latency that, if unaddressed, can cause performance degradation.

A key step toward addressing those challenges is to properly evaluate your applications in terms of their cloud fit and 
then choosing an appropriate modernization approach based on that assessment. We’ll address these in part 2 of the 
whitepaper, “Application modernization and addressing your current cloud infrastructure approach.”
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  PART 2

Application Modernization and Addressing 
Your Current Cloud Infrastructure Approach

In part 1 of this whitepaper, we addressed the case 
for hybrid cloud. Here in part 2, we’ll examine an 
approach to addressing application modernization 
in a cloud focused environment, exploring different 
methodologies to modernizing your existing 
applications. We begin with defining application 
modernization and then explore different cloud 
infrastructure techniques, providing insight on what 
approach fits with your applications and initiatives. 

Application modernization focuses on transforming 
legacy applications to create new business value 
from existing, aging applications by updating them 
with modern features and capabilities. By migrating 
legacy applications, you benefit from the latest 
functionalities that better align with what your 
business needs to succeed. 

Achieving true application modernization is an 
entire practice unto itself and requires a corporate 
dedication to digital transformation. There are, 
however, starting points on the journey to take 
advantage of the value of application modernization 
through a hybrid cloud strategy, without having to 
dramatically change your IT infrastructure. These 
points tend to fall into three major categories: 

   MIGRATE, THEN MODERNIZE
   MODERNIZE, THEN MIGRATE
   CLOUD-NATIVE OR GREENFIELD DEVELOPMENT

For the purpose of this whitepaper, we’re going to 
focus on the first two modernization paths. Both are 
well-suited for hybrid cloud and therefore return us 
to the “best of both worlds” theme. You can support 
both approaches in a hybrid environment and opt for 
the best fit for your goals and/or applications.

WHY APPLICATION  MODERNIZATION   
IS NECESSARY
First, let’s clarify why application modernization is 
required in the first place.

Consider the demands placed on CIOs, CTOs, and 
CISOs these days: The need for speed, the need 
for cost reduction, and the need to roll new features 
out to customers with greater frequency than ever 
before. All of these pressures, along with others, are 
pushing, if not forcing, organizations to move to the 
cloud. However, not all of these organizations—nor 
their applications—are ready to take advantage of all 
the cloud has to offer. 

What often happens in this scenario is the 
company takes a large monolithic app, with lots of 
dependencies and a brittle architecture, and moves 
it to the cloud. And then they don’t achieve any of 
those promises of the cloud. They’ve essentially just 
moved their overhead from one location to another.

That’s why application modernization exists: To 
ensure organizations achieve suitable value from 
their cloud strategy and attain the benefits they were 
seeking in the first place, recognizing that there’s  
not a single approach that works for every business 
or application.
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THE “MIGRATE NOW, 
MODERNIZE  LATER” 
APPROACH
With this approach, 
organizations select applications 
to move to a cloud before they 
do any major modernization 
work on those applications. This 
means you can meet deadline-
driven goals for moving to the 
cloud and then do the heavier 
modernization work necessary 
later, once the more urgent 
catalyst has been addressed. 
There can also be cost 
benefits (i.e. reduced costs) to 
application modernization with 
this approach. 

Migrate, then modernize can 
be particularly appealing to 
organizations operating with 
urgency to get to the cloud 
sooner rather than later. With 
little to almost no rework of the 
application required, you migrate 
the application more or less “as 
is.” You’ve got VMs and other 
resources readily available in a 
public cloud environment and 
can move your applications with 
little to no disruption to business 
operations. This approach is 
also a good way for teams to 
build cloud confidence before 
they undertake larger scale 
modernization projects. They 
learn the ins and outs of their 
new environment(s) while the 
work of running their app(s) 
remains largely the same.

There is a wide range of 
scenarios that make a “migrate 
now, modernize later” approach 
the best option, some of which 
include time-sensitive goals for 
moving a particular application 
to the cloud.

   FULFILL AN EXECUTIVE MANDATE 
 Some cloud migrations occur under deadline pressure created by an 

executive mandate to move fast, which makes the lift-and-shift strategy 
particularly appealing. The CEO or CFO, for example, might hand off a 
mandate to IT to get to the cloud as soon as possible to reduce costs and 
help the business remain competitive. Similarly, the CFO may want to shift 
technology investments from capital expenditures (CAPEX) to operating 
expenditures (OPEX). The latter is well-supported by cloud’s pay-as-you-go 
model, and lift-and-shift helps you attain that goal faster.

   PRIORITIZE SCALABILITY
 A shift from CAPEX to OPEX is not always simply a financial consideration. 

Teams with growing needs for scalability and resiliency can be heavily 
challenged when IT procurement is a multi-month or even multi-year process, 
as is often the case when provisioning new physical infrastructure. Moving 
to the cloud first (and modernizing later) helps teams achieve their scalability 
goals—such as being better able to handle short-term spikes in usage—
without having to plan new hardware acquisitions and other investments 
months or years in advance.

   REIGN IN SHADOW IT
 The reality is that many of your users want to be in the cloud now. They’re 

not necessarily going to wait patiently, especially when it is relatively easy 
for them to create their own accounts and spin up new resources without 
oversight. Getting there faster will help you regain control over shadow IT, 
where developers and other users may provision their own cloud services 
without your approval. With tools like AWS Landing Zones, you regain 
visibility over how teams and individuals are provisioning cloud resources. 
Users get what they want sooner rather than later, and you limit shadow IT in 
the process.

   GET OUT OF THE DATACENTER 
 Many IT executives simply want to get out of the datacenter business or 

reduce their physical footprint. There are a variety of reasons for this—from 
resource constraints to security issues to an expiring datacenter or colocation 
facility contract—that might make “migrate now, modernize later” the best 
strategy for you.

   EXTEND THE USEFUL LIFE OF A LEGACY APP 
 Migrating an application as-is can allow teams to start realizing the benefits 

of the cloud while also maximizing the lifespan and ROI of certain legacy 
applications. You simply run them in the new cloud environment, and don’t 
invest time or resources in modernizing them until it’s time to consider 
replacing them as they approach their end-of-life date.

   MINIMIZE OPERATIONAL DISRUPTION: 
 The lift-and-shift approach enables you to keep the day-to-day work of 

running the app largely the same. This helps to minimize disruption to critical 
business services during your cloud migration. It can also help teams to 
focus on learning new cloud tools and skills, because the application hasn’t 
changed much, just its environment.
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THE “MODERNIZE NOW,    
MIGRATE LATER” APPROACH
A hybrid cloud is also valuable for the “modernize 
now, migrate later” approach, especially with 
the ability to essentially bring cloud and cloud-
native technology into your own datacenter, as we 
described in part 1 of this whitepaper. That’s because 
hybrid cloud enables teams to modernize in place on 
their own timeline—meaning in their own datacenter 
or other on-premises infrastructure. 

There are various reasons—from available skills and 
resources, to application performance and more—
why a team might choose to focus on modernization 
first and migration later. They might need to update 
or add skills or staff, they might want to learn and 
experiment in the relative safety of their existing 
environments, or they might be locked into existing 
infrastructure investments. Any of these reasons, 
among others, can make “modernize now, migrate 
later” the best approach. Costs can be higher with 
the modernize-in-place approach, but there are 
several potential benefits.

3 Benefits of Modernizing in Place
The possibilities of modernizing in place—or 
modernizing on-premises, before you migrate 
to a public cloud—are growing as services such 
as Google Anthos and AWS Outposts reach the 
market. These services make it feasible for teams to 
leverage cloud and cloud-native technologies, such 
as Kubernetes, in their own datacenters, which can 
in general reduce some of the risks or pain points 
associated with a migration-first option. This offers 
several upsides:

1 You’ve got time to learn cloud technologies.
There can be a huge training and learning gap for 
existing personnel when moving to the cloud from 
legacy infrastructure. Modernizing in place allows 
for staff to learn the necessary skills more gradually, 
rather than asking a sysadmin to become a cloud site 
reliability engineer (SRE) overnight or having to hire a 
whole new team.

Operations staff who haven’t been asked to 
learn cloud tools and technologies previously 
won’t necessarily be able to pick these skills up 
immediately, like infrastructure as code. Modernizing 
in place allows you to learn the required skills and 
tools without disrupting your existing applications. 
Similarly, you get exposure to things like Amazon 
EC2 instances and other cloud infrastructure before 
fully migrating, which can reduce the pain sometimes 
inflicted by a “sink or swim” education.

2 You can take a holistic approach 
to modernization.

Similarly, modernizing while still running on-premises 
can give your team more runway to learn and 
implement other modern tools and practices, such 
as building a CI/CD pipeline. That’s because they 
won’t have the added burden of learning a brand-new 
environment, since you’ll still be running in your  
own datacenter.

This also means you can focus on infrastructure first 
and the application later. With Google Anthos, for 
example, teams can learn and run Kubernetes in their 
own datacenter, which will be invaluable later when 
managing workloads – especially if those workloads 
are containerized – in the cloud. This can generate 
far more favorable outcomes, because instead of 
taking a “rip and replace” approach, you build out the 
infrastructure, tooling, and knowledge necessary for 
cloud success before you actually go to the cloud. 
CI/CD is a good example here. You’re building a 
software pipeline that is also deploying infrastructure, 
whereas in the past infrastructure was static, just 
something you used. Modernizing in place creates 
space to adapt to that type of shift over time while 
still in the relative comfort of your own datacenter. 
You don’t have to learn it all immediately.
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3 You can tackle process and culture 
challenges “in place,” too.

Just as there are legacy infrastructure and 
applications, so are there legacy work cultures and 
processes. Traditional IT silos and waterfall-like 
approaches to application development, operations, 
and security don’t tend to mesh well with cloud and 
cloud-native platforms. At minimum, they tend to 
keep the potential ROI of a cloud migration to some 
“less than” level—meaning, less than what would be 
possible with a more modern approach like DevOps.

The good news is, you can modernize processes 
and culture “in place,” too. You don’t have to wait 
until a cloud migration forces the issue. Whether that 
means adopting DevOps practices and culture or 
agile development, you can undertake this work while 
still running on-premises. In fact, you might even be 
better off this way. It allows this cultural change to 
take root and grow organically, rather than via the 
aforementioned “shock doctrine.” When something like 
DevOps is handed down as a mandate, or an after-
the-fact attempt to resolve problems of a too-sudden 
move to the cloud, there’s a much greater likelihood of 
resistance or outright rejection among staff.

The Bottom Line
Choice and flexibility are more critical than 
ever in IT. Making decisions about application 
development, infrastructure, or security based 
on how you’ve always done things or because 
everyone else is doing it rarely produces optimal 
results. The same goes for simply reacting to 
mandates or changes as they occur. With hybrid 
cloud and the growth of cloud services that 
support this model, you can retake control of 
your strategy and define a plan that supports 
your goals in a sensible, achievable manner.
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