
How to Federate Amazon 
Redshift Access with Okta
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Single sign-on (SSO) is a tool that solves 
fundamental problems, especially in midsize 
and large organizations with lots of users.

End users do not want to have to remember 
too many username and password 
combinations. IT administrators do not want 
to have to create and manage too many 
different login credentials across enterprise 
systems. It is a far more manageable and 
secure approach to federate access and 
authentication through a single identity 
provider (IdP).

As today’s enterprises rely on a wide range 
of cloud services and legacy systems, they 
have increasingly adopted SSO via an IdP as 
a best practice for IT management. All access 
and authentication essentially flows through 
the IdP wherever it is supported. Employees 
do not have to remember multiple usernames 
and passwords to access the tools they need 
to do their jobs. Just as importantly, IT teams 
prevent an administrative headache: They 
manage a single identity per user, which 
makes tasks like removing access when a 
person leaves the organization much simpler 
and less prone to error.

The same practice extends to AWS. As we 
see more customers migrate to the cloud 
platform, we hear a growing need for the ability 
to federate access to Amazon Redshift when 
they use it for their data warehouse needs.

Database administration used to be a more 
complex effort. Administrators had to figure 
out which groups a user belonged to, which 
objects a user or group were authorized to use, 
and other needs—in manual fashion. These 
user and group lists—and their permissions—
were traditionally managed within the database 
itself, and there was often a lot of drift between 
the database and the company directory.

Amazon Redshift administrators face similar 
challenges if they opt to manage everything 
within Redshift itself. There is a better way, 
though. They can use an enterprise IdP to 
federate Redshift access, managing users 
and groups within the IdP and passing the 
credentials to Amazon Redshift at login.

We increasingly hear from our clients, “We 
use Okta for identity management—can 
we essentially bring it with us as our IdP to 
Amazon Redshift?” They want to use Okta 
with Redshift the way they use it elsewhere, 
to manage their users and groups in a single 
place to reduce administrative complexity.  
With Redshift, specifically, they also want to 
be able to continue managing permissions for 
those groups in the data warehouse itself. The 
good news is you can do this and it can be 
very beneficial.
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Without a solution like this, you would 
approach database administration in one   
of two alternative ways:

1   You would provision and manage users 
using AWS Identity and Access Management 
(IAM). This means, however, you will have 
another identity provider to maintain—
credentials, tokens, and the like—separate 
from an existing IdP like Okta.

2   You would do all of this within Redshift 
itself, creating users (and their credentials) and 
groups and doing database-level management. 
But this creates similar challenges to legacy 
database management, and when you have 
thousands of users, it simply does not scale. 

This post covers how to federate access to 
Amazon Redshift using Okta as your IdP, 
passing user and group information through 
to the database at login. We outline the step-
by-step process we follow when we implement 
this solution for 2nd Watch clients, including 
the modifications we found were necessary to 
ensure everything worked properly. 

We’ll explain how to set up a trial account at 
Okta.com, build users and groups within the 
organization’s directory, and enable single 
sign-on (SSO) into Amazon redshift. You 
can do this while still maintaining group-level 
access controls within Redshift itself. There 
are several key stages of federating Amazon 
Redshift access with Okta:

   IDENTITY PROVIDER (OKTA) 
CONFIGURATION. Set up Okta, which 
contains users organized into groups.

   AWS CONFIGURATION. Set up a role that 
establishes a trust relationship between 
your identity provider and AWS and a role 
that Okta uses to access Amazon Redshift.

   IDENTITY PROVIDER (OKTA) ADVANCED 
CONFIGURATION. Finalize the Okta 
configuration by inputting the roles you 
created. Inform Okta which groups are 
allowed to be passed to Amazon Redshift.



www.2ndwatch.com
© 2nd Watch, Inc. 2021

Identity Provider (Okta) Configuration |4

Identity Provider (Okta) Configuration 
Set up Okta, add users, and organize them into logical groups. Then add the Amazon Web Services 
Redshift Okta application.

STEP 1   CREATE AN OKTA ACCOUNT

If you don’t already have access to an Okta account, you can start a free trial: developer.okta.com

STEP 2   SET UP YOUR OKTA DIRECTORY

Sign in to Okta.com using the following URL, where <prefix> is specific to your account and was 

created at account setup: https://<prefix>-admin.okta.com/admin/dashboard

Navigate to the Directory page to add people and groups into Okta that match your organization. 
Be sure to use lowercase group names because Amazon Redshift expects the group names to 
be lowercase.

STEP 3   ADD THE “AMAZON WEB SERVICES REDSHIFT” OKTA APPLICATION

Navigate to the Applications page. Choose Add Application, and search for the Amazon Web 
Services Redshift application. Proceed with the default settings.

STEP 4   DOWNLOAD THE OKTA APPLICATION METADATA

Make sure that you have navigated to the Amazon Web Services Redshift application’s settings 
page, choose Sign On, and then choose the Identity Provider metadata link to download the 
metadata file in xml format (for example, metadata.xml).
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AWS Configuration 
Next, set up a role that establishes a trust relationship between the identity provider and AWS. Also create a role  
that Okta uses to access Amazon Redshift.

STEP 5   CREATE THE SAML IAM IDENTITY PROVIDER

Go to AWS Management Console, sign in using your AWS credentials.

On the IAM console, choose Identity providers, and then choose Create Provider. Provide a name   
for your IdP and upload the metadata file that you downloaded in the previous step.

STEP 6   CREATE THE IAM SAML 2.0 FEDERATION ROLE

On the IAM console, navigate to Roles and create a new SAML 2.0 federation role. Reference the IdP that 
you created in the step above and choose Allow programmatic and AWS Management Console access.

STEP 7   ADD OTHER PERMISSIONS TO QUERY AMAZON REDSHIFT

Create the following custom policy, replacing the groupname, region, account, and cluster parameters.

These permissions allow the role to use Amazon Redshift to query data, create users, and allow users  
to join groups.

Note:

   The group membership lasts only for the duration of the user session.
   There is no CreateGroup permission because groups need to be manually created and granted   

DB privileges. This action will be performed inside the Redshift cluster.
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Identity Provider (Okta) Advanced Configuration 
In this section, finalize the Okta configuration by adding the roles created above. Inform Okta which groups 
are allowed to be passed to Amazon Redshift.

STEP 8   CONFIGURE THE ADVANCED SIGN-ON SETTINGS

Switch back to Okta.com. Navigate to the settings page for the Amazon Web Services Redshift 
application. In the Sign-On section, scroll to Advanced Sign-On Settings.

Enter the previously created IdP and role ARNS, which are globally unique and ensure that Okta will 
be directed to your AWS account. Allowed DB Groups is a list of allowed groups that will be sent to 
Amazon Redshift in the DBGroup SAML assertion.

Don’t use the asterisk (*) wildcard. This will cause the Everyone group to be passed, and Amazon 
Redshift will complain because it expects the group names to be lowercase.  Note that the ${user.
username} is sent in the DBUser SAML assertion.

STEP 9   AUTHORIZE USERS

Authorize users to use the Amazon Web Services Redshift application by selecting their respective 
groups or individual user accounts. Best practice is to use groups.

Amazon Redshift server/client setup

Next, set up groups in the Amazon Redshift database to match the Okta groups. Additionally, 
authorize these groups to access certain schemas and tables. Finally, set up client tools to use 
enterprise credentials and sign in to Amazon Redshift.

STEP 10   SET UP GROUPS

Log in to Amazon Redshift cluster with an admin account. Create groups that match the IdP group 
names and grant the appropriate permissions to tables and schemas.
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STEP 11   CONFIGURE THE JDBC SQL CLIENT

Assuming that the Amazon Redshift JDBC driver is installed, set up a new connection to your 
cluster using your IdP credentials. For the URL, be sure to enter “iam” to instruct the driver to 
authenticate using IAM. For Username and Password, enter the values that you set in Okta.

Note: IAM authentication requires using the JDBC Driver with AWS SDK included or that you ensure 
the AWS SDK is within your java classpath. See the Redshift Documentation for more details.

Enter the extended properties as follows. For app_id and idp_host, refer to the URL for the 
application in your web browser: 

https://<prefix>-admin.okta.com/admin/app/amazon_aws_redshift/instance/<app_id>

STEP 12   TEST ACCESS

You should now be able to sign on with the users created. You can try different combination of 
permissions to see how permissions assigned at the group level takes effect when logging in from IdP.
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IF YOU HAVE QUESTIONS ABOUT 
THIS PROCESS OR NEED HELP 
IMPLEMENTING IT, CONTACT US.

https://www.2ndwatch.com/contact-us/

